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! 461 3 9822 9825

Rooyong
40 Warra Street
Toorak,3142
Victoria,
Australia

PhonefFax: {03)
98229825

December 30th, 1998
Mr Roger Levy
242 Exhibition Street
Meibourne, 3000.
By facsimile: (03) 96320965

Dear M!r Levy,
Re: Unauthorized interception Of CoT Cases Facsimile Machines

Thank you for removing the unauthorized interception of my facsimile line betwesn my
ssif and Ann Gamms at betwesn 4,08 pm and 4.15pm on Tuesday 29" December 1998,
The Police were advised of the removal. Have you alsc ensured that sl voice recording
has been removed.

Mr Johnston who the 1100 operator siated was from the “Work Centre” indicated that he
would retumn my call in approximately 1 hour from conversation.

No cail has been received.

| understand that it will be difficutt for you with the depth of decaption which has occurred
but perhaps it is time that either Mr Blount or Mr Heare shouid contact me fo enabie an
end to the mess Telstra and their legal advisors have created.

We (the CoT's) are ail honest people and only want a fair, honest and quick settlement
of our dispute.

The Victoria Police Major Fraud Group have been to my home, listened to the
interception and been given tapes of this interception.

Currently ! have an independent advisor examining the tape to identify the number which
my facsimiles and those of Senators and the Commonwealth Ombudsmans Office hayve
been diverted to,

| do believe that if the Fraud Group and the Senate see a fair resolution perhaps the
ensuing repercussions can be averted.

Alt | want is to resume my lifs and as quickly as possible.

Yogrs‘hithfuuy

Cec Mr F Blount, Mr D Heare
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Fax from

: #6561 3 9822 9825 1371198 12:50 Py:

“Roayong " 10 Warra Street, Toorak, Victoria, 3142

Mr John Wynack
Lirzetor of Investigations
Cammonwesith Ombudspang Gfhice
Chair — Senate Working Party
CoT and CoT Relaied Cases
13" November 1998,

By Facsimile: (02) 62497829

Dear Mr Wynack
RE: Your letter dated 13 November 1998

I do apologize for taking your statements out of context. I did indecd make yet another
typing mistake and had no intention of misrepresenting your comments.
Whmyonaskedmewassistwiﬂnhcpmoessofobtamingdocmncntaﬁoancbrumy
this year I put on hold all my responsibilities and devoted 100% of rmy energies to the
task. :

As a lay person all of this process has been very difficult because Telstra hasn’t provided
the information necessary for me to ascertain the periods for which these EPMS
docmneulsandotherspeciﬁcdocumenmﬁonmcmdwhmrespondjngmmy
requests. It was a mistake for Telstra to be not made to respond to the various requests.
This has enabled Telstra to evade the provision of the information requested. T know Ann
objected to the fact that Telstra wasn’t responding to the requests.

None of us ever imagined that Telstra would prolong the process by fajling to
responsibly provide the documentation we required in accordance with our requests,

The pressure for Ann & Graham over the past few months in ninning their businesses and
corresponding with the CoT’s has been enormonus but I will in the future ditect ajl
correspondence via Ann or Graham.

I reiterate that I did not wish to appear mischicvous in any way but to emphasize my
frustration with the stance Telstra have taken in the provision of documents in accordance
with requests made.
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Fax from | B355267238 8371198 14:14 Pg: 1

J Alan Smith
Cupe Bridgewater 1loliday Comp
Blowholes Road
RMB 4408
Portland 3305
Victoria, Australia.
2/11/98
Phome: 03 55 267 267
Foax: 03 55 267 230

My Peter Costello
Yederal Treasurer
‘ Canherra

@

Dear Mr Costello,

I am writing regarding the Telecommunications iIndustry Ombudsman’s unethical conduct
and bias when acting as administrator to my arbitration. In support of this statement 1

| enclose copies of twa letters, both addressed to the TIO on 25 Oclober 1998. 1 have delayed

I forwarding these two letters to yon because I was hoping to be able to also forward some

. more infoymation supporting this situation, but this has unfortunately not been possible so
far.

I hope you may be able 1o advise me where dse 1 can go to have this matter dealt with
property. The TIO will not fully investigate my evidence or my claims and this bas left ine
with nowhere to tun: it scems the TIO js a law unto hhmscM.  Who, in Aunstyalia, Is in a
position te investigate (he unlawful acts perpetrated by parties to my arbitration?

Q Your office has previously been supplied with information in support of my allegmtions
regarding a conspiracy hetween Dr Hughes, my arbitrator, and Telstra. This information
clearly shows that, together, Dr Hughies and Telstia arvanged my arbitration so that my
submitted claim documents would not all be addressed.

Fuwither, Peter Bartictt of Minter Ellison assured me that my arbifration would be non-
legalistic bui this has proved to be entirely wrong, 1am sure you wil) understand my
position, particulaxly smce I have no legal background and also because, accovding to medin
reports, you have also beem mislead by the sume Peter Bartlett recently, when he disenssed
your private matters with you before disclasing that he also acted for Random House,
Publishers.
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Date: 06-JAN-99 WED
Time: 16:05
From: Aitken, Walker & Strachan

To: 03 9287 7001




P.01/04

06~JAN-99 WED 16:05

@%@/%&,@/m

| Incorporaiing the practice of Meiville & Melville

114 Willam Strees Melbourns, Vicsoria GPO Bax S453CC, 3001 Assdoc 459
i Telephone (03) 9670 8341 Fax (03) 9670 4745
: Email: mai

ither .com.au
SINCE
1923
Facsimile To: | Mr Graham Se¢horer From: Peter Moore
At; Golden Transg' ort Agency At: Altiken, Walker & Strachan
Facsimile No: | 9287 7007 . Date: € January, 1999
g Your Ref; Our Ref:

Bova

Capy fax letter heads from Dear.;;on Graham & James as requested..

I

Number of Pages (including caver page) - 4

y dissemination, copying or use of the
information is strictty prohibited. if you hava received this informarion in error, please immediately telephone
us (we will accept reverse charges} on 03 9670 8341 and return the original by mail.

Deownonta [

i

b
i
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Deacons Graham &
James

039670 4745
Aitken, Walker & James
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DEC 11 -98 16:35 TO-O-?BTM?&?G%Q FROM-DEACONS GRAHAH JAHES T-808 P.01/02 "F-084

Deacons Graham & James

i —
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Date: 16/07/98
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Time: 12:09
From: 6139321 9921
(Deacons Graham &
James)
® To 03 9670 4745

Aitken, Walker & Strachan
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12, JAN. 1999 14:587 SEN O'CHEE BRISBANE 07 32294140 NC. 5854 P 1/1

PARLIAMENT OF AUSTRALIA « THE SENATE

BILL O'CHEE

SENATOR FOR QUEENSLAND
NATIONAL PARTY WHIP IN THE SENATE
PARLIAMENT HOUSE
CANBERRA ACT 2500
TEL: (D2} 6277 3922
FAX: (02} 6277 3319

FACSIMILE COVER SHEET

TO THE OFFICE OF: j/am JSchores
FOR THE ATTENTION OF: % 039287 708/

FAX NO:
FROM: /}’Ju//a&f
DATE: [2/1{99
RE:
NO. OF PAGES: / (including cover sheet)
COMMENTS: |
g /wm\, ol [ ser pow thal /:érx

ons Hle QS#L%L\K/M; /77X o refatioy fo Thae
5/ 00 ng ry/?ﬁ'e, ERC + A_Lomian/Tres .

g;/ %/MQLLZ{N m—rJ;/rm M fha. /)M/
ar J{;)ofwnf ory TPaZ réXA/s_fo e best ¥
ny Enory e, NOT ore fhall Je_afon?)’ £ Hio

%A@.

If any difficulties oceur during transmission, please phone 07 3244 4190

COMMONWEALTH PARLIAMENT OFRICES
12-14 LAKE STREET 1 EAGLE STREET

{PO BOX 7513} {GPO BOX 228}
CAIRNS QLD 4870 BRISBANE QLD 4001
TEL: {07} 4031 3648 TEL: (C7) 3244 4150

FAX; {07) 4031 3244 FAX: (07} 322¢ 414C
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PARLIAMENT OF AUSTRALIA - THE SENATE
BILL O'CHEE
SENATOR FOR QUEENSLAND
NATIONAL PARTY WHIP IN THE SENATE
PARLIAMENT HOUSE
CANBERRA ACT 2600
© TEL: (06) 277 3922
‘ - _ FAX: (06) 277 3319
FACSIMILE COVER SHEET
TO THE OFFICE OF:
° FOR THE ATTENTION OF: ?% Schroce”
o} ' _
FAX NO: .03 9287 T
FROM: | My ay
DATE: ' izl
RE: CoT . o5 [Tﬁlgffa;)
NO. OF PAGES: - __(including cover sheet)
COMMENTS: - _
Q 4( Pere 1o an.yﬁfnfﬂs- Im /cZ:—
e /in%( v

If any difficulties occur during transmission, please phone 02 6277 3922

COMMONWEALTH PARLIAMENT OSF.;I‘%
“ EAG
. $2-14 LAKE STREET 1{GPDI,BEOX i
i %331370 BRISBANE QLD 4001
'?Elm.: (070) 31 3649 ' TEL: (0?} 3244 4190
BT Y R ) £TCC 217G 7 Ta 1 WOXF Xej

T ¥ ) QBT QR 7T 0




B?-DEC"SQ 1E:47 FROM:SENATE COMMITTEES

PAGE

ID:G1 & 277%818

SUMMARY OF COSTS

1693/1584 “ 1994/1936] ___ 1598/1086] 1906/1987] TOTAL
Caoslp Cos Cnsis Cosls COSTHS

|TELSTRA'S COBTS _

internal Costs -

Case Managers, Legal, .

Internal Englaeering/Technlcal,

[Managers (Plus on-costs) $428,800] $1,873,204 $707,871 $359,754 $3,208,619
Extarnal Contractors -

Engineering/Technioal

{inc! Bell Canada and

Coopers & Lyhtand Reporis) Ni 31,000,000 $1,470,600 $554,100 $3,024,700
External Legal - .

[Freehilis $¢6,22 $2,108,651 $724,000 $234,050 $3,176,004
[Felding Rediloh Ni §77,626 $462,00 $130,500 $670,120]
Mallesons $1,077 $44,69G $870,000 $214,000 1,129,767
External Accounting -

Deloiite Touche Tohmatsy il $1,274,835 $1,600, $204,200 $3,076,635
ARBITRATION COSTS

[Hunt & Bunt $34,2¢1 $170,978 $262,106]" $93.95 $661,242,
Deacohs Graham James Y
lincluding Sly & EE $3,603 $11,121 $901,138 $148,377 $254,209]
Minter Ellisan Morrls Fielehar $67,208] $134, 105} §158,221 $133,388 $485,000
Ferrler Hodgson $29.449 $811,044 $1,776,355 $725,14 $3,142 860

arblirat/costs. s

Pags 1

24 June 1907

wDaj xeg

6TEE 2279 Z 19

862120
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6126277 3319
O’'CHEE CANBERRA

03 9287 7001
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PARLIAMENT OF AUSTRALIA - THE SENATE

BILL O'CHEE

SENATOR FOR QUEENSLAND
NATIONAL PARTY WHIP IN THE SENATE

Mr Graeme Ward,

Regulatory and External Affairs,
Level 39,

242 Exhibition Street,
MELBOURNE,; VIC 3000,

Dear Mr Ward,

PARLIAMENT HOUSE
CANBERRA ACT 2600
TEL: {02) 6277 3922
FaX: (02) 6277 3319

Report to the Semate Committee on Various Matters Relating to Telstrs and CoT and

CoT-related Cages :

I refer to your letter of 22° June, 1998 to Senator the Hon. Richard Alston in refation to the
above matter, and I thank you for your courtesy of copying same to me.

1 note in your letter’s last page yon suggest the matter of the alteration of documents
attached to statutory declarations should be dealt with by the relevant arbitrator. I do not
concur. | would be grateful if you could advise why these matters should not be referred to

the relevant police.

Alternatively, you might be able to clarify these matters by
for any further action at this stage.

return and eliminate the need

Canberra, this 26® June, 1998.

12-14 LAKE STREET

" {PO 80X 7513)
CAIRNS QLD 4870
TEL: (07) 4031 3649
FAX; {07) 4031 3244

S L] RIFEER Jyma 2 L9

COMMONWEALTH PARLIAMENT OFFICES
1 EAGLE STREET

{GPO BOX 228)

BRISBANE QLD 4001

TEL: (07) 3244 4190

FAX: {07} 3229 4140

YUEIGNYD A4 OIRYPE B TBE-L ~¥!
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PARLIAMENT OF AUSTRALIA - THE SENATE

BILL O'CHEE
SENAYOR FOR QUEENSLAND
NATIONAL PARTY WHIP IN THE SENATE *
T ’ PARLIAMENT HOUSE
CANBERRA ACT 2600
TEL: {06} 277 3922
L. . . FAX: {0B} 277 3319
FACSIMILE COVER SHEET
TO THE OFFICE OF:
FOR THE ATTENTION OF: _#Q_W( Schocer
FAX NO: o 3 2227 70/
FROM: W//@;
DATE:
RE: |
NO. OF PAGES: 2/ ‘ _. : (including cover sheet)
COMMENTS: :

Do (57 enct welor Doz clanfred
%M%M»x ! :

If any difficulties occur during transmission, please phone 02 6277 3922

COMMONWEALTH PARLIAMENT OFFICES

1 EAGLE STREET
12-14 LAKE STREET {GPD BOX 228)
{PO BOX 7513} 0 BRISBANE QLD 4001
%’J{Eﬁ o%? ;ﬂ‘;g : , TEL: {07) 2244 4130
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A2-APR-98 15,12 FROM:SENATE COMMITTEES

AUSTRALIAN SENATE

T 1D-81 & z77s818 PAGE

ENVIRONMENT, RECREATION, COMMUNICATIONS AND THE ARTS

.

REREREMEES-COMMITTEE
LEGISLATION COMMI(TTEE

2 April 1998

- — R

Senator E Abetz Senator B Cooney

Senator the Hon N Bolkus Senator W Cranc

Senator A Bartlett Senator the Hom J Faulkner

Senator R Boswelil Senator A Ferguson

Senator V Bourne Senator B Hamradine

Senator B Brown Senator  Hogg - -

Senator P Calvert Senator S Mackay

Senator G Campbell Senator D Margetts -

Senator K Carr Senator S Murphy

Senator the Hon B Collins Senator B Neal

Senator M Colston Senator W O’Chee

Senator H Coonan /_—J

Dear Senator

PARLIAMENT HOUSE
CANBERRA ALT 2600
- Tel: (02) 6277 3526

Fazx: {02} 6277 5818

Telstrs (Transition to Full Private Ownership) Bill 1998

The Legislation Committee has had reférred to it the provisions of the Telstra (Transition to
Full Private Ownership) Bill 1998 for inquiry and report by 13 May 1998.

Could all participating Members please inform the Committee Secretariat whether they wish

to raceive

a) Submissions; apd

b) Information on public hearings.

Could Sepators also indicate whether they will be attending public hearings, so relevant
arrangements czn be made. The Committee has decided on the following public hearings:

Friday 24 April 1998: Townsville
Wednesday 29 April 1998: Sydaney
Tuesday 5 May 1998: Metbourne
Wednesday 6 May 1998: Canberra
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Exhibit 13

Facsimile
Transmission

to
(03) 9287 7001
Graham Schorer

from
Sue Owens’ office
Solicitor




“Exhibit 13A

Date: 15-7-98
Time: 13:49
From: 61396994847

To: 03 9287 7001




Fax from : 61 3 9699 4847 1567798 13:49 Py:

VICTORIA POQLICE

Major Fraud Group initial Acion & Assssamnent Seciion
mawummm 8004
DX Ne: 210800

Telsphone: 03 SER0 S008
Faceimile: 05 0826 0814

13 July, 1998

Ref: ECR 989/005

Sue Owens
Barrister and Solicitor
235 Richandson Street

Inokmwledgemptofyonrhtudmd IBJnne, 1998 regarding & comaplaint by Mr. Ross
Plowman against Telstea,

'Mmmumﬂhdmmwhhamwmmmm
offences have been committed within our jurisdiction. At the conclusion of the assessment
you will be advised of the resuit.

In the interim it would be beneficial to this office if all available documentary material relevant
to this complaint could be gathered and held pending contact by investigators from this office.
This will assist in expediting the assessment phase of the investigation.

'9 Should youn have any queries I can be contacted on 9526 6666.

Page 1 ot §




' 493-495 Queensberry Street

P.O. Box 313 Telephone: (03) 9287 7095
North Melbourne VIC 3051 Facsimile: (03) 9287 7001
15 July, 1998 Our Ref:. 3885.doc

Attention: Helen Meredith
Financial Review

fi\ :
By facsimile: (07) 3308 1149. /=79 D

Total pages (inciuding this page) © 2.

g Dear Helen,

Please find enclosed a copy of the Victoria Police correspondence to Ms Sue Owens,
Mr Ross Piowman’s solicitor.

It is unfortunate for some C.0.T. members their complaints have not been investigated.

This is the first time such a complaint has been responded to in a positive manner,
Will be in touch.

Yours sincerely,

by: Qizadedh
for: Graham Schorer

Q Spokesperson
- C.0.T. CASES AUSTRALIA




Exhibit 13B

Date:  06/01/99

®
Time: 12:17
From: SUE OWENS SOLICITOR
03 699 4847
To: 03 9287 7001




ee 199 12:17 SUE OWENS SOLICITOR @3 699 4847 P.81

SUE OWENS

BARRISTER AND SOLIGITOR

236 RICHARDSON 8

MIDDLE PARK 3208

{PO BOX 70, ALBERT PARK 3206)

PHONE: 9898 7700 -
FAX: 9699 4847

DATE:
FACSIMILE TOL
Fax Number;

From: Sue Owens

Fax Number:(03) 9699 4847

No of pages - 1 (inoluding heedor shest)
g SUBJECT: -

Regards,
SUE OWENS

tefe; THE CONTENIS OF THIS FACSIMILE INCLUDING ANY ATTACHMENTS ARE PRIVILEGED AND
CONFIDENTIAL, ED ONLY FOR THE USE GF THE ADDRESS ABOVE. IF YOU ARE NOT THE
INTENDED RECIPIENT; ANY DISSEMINATION, COPYING OR USE OF THE INFORMATION IS
STRICTLY PRO. IF YOU HAVE RECEIVED THE DOCUMENT IN ERROR, PLEASE ADVISEME
BY TELEFHONE . TELY AND THEN DESTROY THE DOCUMENT,
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Facsimile
Transmission

to
(03) 9287 7001
Graham Schorer

- from
The Ambidji Group




Date:

Time:

From:

To:

Exhibit 14A

17.JUL.1998
16:59

AMBIDJI GROUP
61 3 98665343

(03) 9287 7001




AMBIDJI GROLP &1 3 98665343 NO.331 P.1/16

17.JUL. 4958 16:53
/

To:  John Wynack |
. | @,
oo 2 oo
A. Garms 07 3257 1583 _
J. Armstrong 9632 0965 '
&3%44—&'7 Ge3L- %75 i 1B Pro Lo
Date;  177uly 1998 Ambidji [BA Pty L
Level 4, 493 St Kiida Road
Rer, 106874 Melbourne, 3004
' Victoris
Fax; 02 6249 7829 Aus';n.m
' Telephone: +(61~3) 9820 1499
Pagesi /& Facsimile: +{6) -3; 9866 $343
ACN. 071 066727
~ Subleet:
.
- Dear John,

Please find attached Ambidji's re-assessment of Mr. Schorer's information requests.

Yours faithfully,

| Ehould this CONFIDENTIAL BAX be roceived in exvor, please notify us by a collact telephons call and dustroy the fax imeradiately. J

1

: - -
Ambid,j: IBA Pty Lt _ Melbeurne, Canberre, London, Beifing, Tokyo Kuala Lumpur




Exhibit 14B

Date: 17/07/98
Time: 16:49

From: 613 98665343
The Ambidji Group

To: (03) 9287 7001




b from 61 3 98665343 : 17/87/98 16:49 Pg: 1

To; John Wynack |
- . 4@,
G. Schorer 9287 7001 ’
A. Garms 07 3257 1583 »
J. Armgtrong 9632 0965 [ / _..._'\
Pogmlevy Gesapr75 e Lo
- L5 L
Date: 17 Tuly 1998 Ambidji IBA Pty
Level 4, 493 St Kilda Road
Ref; 106874 ' Melbaurne, 3004
Victoria
Fax; 02. 6249 7829 AUSTRALIA
Telephane: +(61~3) 9820 3459
Pages: /.6 Facsimile: a{sx~3)) 9866 5343
. . ACN. 071066 727
4 Sublect;
@
Dear John,

Please find attached Ambidji's re-asssssment of Mr. Schnrer's_ information requests.

Yours fajthfully,

Ehould this CONPIDENTIAL FAX be received in exyor, please notify us by a coflect telephone call and dasteoy the fax immedistely.

: Prge )
wﬂgmmw _ Melbowme, Canberra, London, Beijing, Tokyo Xuala Lumpur




Exhibit 15
Facsimile
Transmission
to
(03) 9287 7001
Graham Schorer

from
Senator Boswell
Parliament House
Canberra




Date:

Time:

From:

To;

Exhibit 15A

1998-07-11
16:05

(03) 9553 3398
Ralph Bova

(02) 6277 3246

Senator Boswell’s office,
Parliament House,
Canberra




Looe-wr=11 16D IHE GOURMEY GROUP. F.a1

'_%‘_\T" 254 RAHAM gﬁoﬂ- Froms : Raloh Bovs

SENATOR gesuct's
Compauy: NETIONAL  page-ruy Clo llHﬂ:dimStrut,
: HIGHETT VIC 3190

Clo Calthnu- Q..‘SJ 3398

ol P =
FaxNe: 02627732

’9 . As fer our CRNERSATION, PLease FIND  @NcLoSED The
bocuﬂEMTS AS FOLLOWS, )

FIRST™ m:raekzb DocumeniT. _
RTTACHNEN T 1, NO, O0SAS WwAS: ReCawep 994 THRovaH 0k
Fol afPucaTioN, -

ATFrACHMEN T 2, R0

AOIN63 PROVIDEDS W ¢
(T ) [ ! HERHUL. FRINS TTHTUTORM

DEXLARATION  Si1ameED o Ad~t APri 1990,
AFraclmesT "3 FPOINT 4§ o HERML. PRINS  STRTUTORY DECLARATION
SHE RELIES on Tl ALTERED BaeumEN T

SECOND MTERED DOCOMENT

AFTRCHMENT 4, NO AOLTTS THIS BOXUMENT (5 ANNBXURE £a ofF

CHERvi PRINS STATUTORY pecinrRATIoN siaNeD
Aknt APRIL (990,

AFACHMENT 5, No A0M49S”

(R I530ED  AlsT MAY 1990 As ART oF

DocomentTs REFERLED TH in ~TELSTRA'S BREEAING,
DOCOMENT 801, “THES DELARATION SIGRED BY
B eENTAMIN WAS o “TE 267H Arei 996

THERFORE | seTiveen che,uu._ FRINS SIGNING HER pecLiraTion,

AND “THE s:aulwq OF TEisTRAS Boib PEFENSE BOCUMENT, THE
ATERATION OCLORED,




Exhibit 158

Date: 10/07/98

Time: 13:20

From: 613 9287 7001
GOLDEN

To: (02) 6277 3246

Senator Boswell’s office,
Parliament House,
Canberra




Fax sent by ! 613 9207 7881 ' GOLDEN 18/87/798 13:29 Pg: 1/58

@@®LDEN

Traneport Agenay

A Division of G.M. (MELBOURNE) HOLDINGS PTY. LTD, AC.N. 005 805 046

IMPORTANT: WE ARE NOT COMMON CARRIERS. The Carrier directs your attention to its trading TERMS AND
CONDITIONS OF CONTRACT. It is in your intarests to read them 1o avoid eny later confusion,

To: Gahaw Seherer Date: IO/ 7}??
Our Ref: '

Company: C{-_M'f WJ’ %fﬂb Fax Na:- (5&)@277 324

From: . Total Pages (g Heade): /4 IT> 6o,

Mailed: Yes( ) No( X )

mmmhwgh&hhhmwmmwm:ac
ahau.ﬂmmmmemm‘ plsase call by selaphone the
Mmmwuc-dmmﬁkmwh

Muﬁymwdﬂnhﬂm«uﬂymﬂ
sender immedistely upon receiving ihie facsimiie as any

Voice: (03) 9 287 7088 Page No. 1

Fax: (03) 8287 7001
493-495 Queeusberry Street, North Melbourne Vic. 30S)
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e Newspaper articles
about
avallable software
used to interrogate
or capture calls
within a
telecommunications
nhetwork.




Exhibit 16A

® Newspaper: THE AGE

Date: Saturday,
12 September 1998

Article title: EC concern about
US phone spies




THEAGE SATURDAY (2 SEPTEMBER 1998

EC concern

about

Trans-Atlantic
nelations sour over,

" qurveillance systems.

By DUNCAN CAMPBELL

T FRICAY

C
Widespread suspicions that the US
National Security Agency has- been
ying on European commercial
mmunications for 1S economic
apd political benefit may be aired
next week when the Eutopean Com-
ission makes its first official state-
ent about the top secret Anglo-

erican “Echelon’’” (_:ommuni-'

ations inteiligerice system.

uSo far, the EC has kept its report.
under wraps and will not say ifit will
lend credence to the widespread
suspicions, or whether coniroversy
will be played down in order to
encourage European acceptance of

" new international telephone tapping

systems. - _ _

'However, the EC staternent to the
Furopean Parliament on trans-
Atantic relations is certdin to cover
discussions on communications at

the May 1998 EUPUS summit “and

the use of monitoring techniques in
the field of comrmunications”, in

other words, the Echelon system. . -

Although its existence was first
revealed 10 years ago, the scale and

_ sophistication of the Echelon system:
has been making front-page DEws

across Europe and in America since
a'report was presented to a com-
giittee of the Buropean Parljament

Jast December. Echelon, originally

‘khown as National Security Agency
(NSA) project P415, is a system for
global access to intemational com-
munications using satellites, taps

locations. Two of the Jargest stations
in the network, at Bade in Cornwall
apd Menwith Hill in Yorkshire, are
ran in conjunction with the British

_ agency GCHQ.

Although information about any
NSA activity is rare, former US
intelligence community workers

and monitoring stations at key

h':a'Ve-' made it clear that west.

US
pies

European . communications have
always been on the NSA target list.

Countries such as France, which
have -pursued highly independent

.diplomatic and. military pro-

es; have been a particular

. priority. Among the known

Euro ‘targets of NSA intercep-
tion been the Furopean Aitbus
project and jts CustOmers, and:

European arms sales to Middle East-
em states. sucth as Saudi Arabia.

" Together with its British partmer

agency GCHQ, NSA has also targeted
groups as diverse as Third-World aid -
charities and Catholic bishops dis-
cussing disarmament issues. oo
- Qver the past 10 years, the Echeion
system has been automated and

many of the hundreds of thousands -
* of listéning operators formerty work-

ing in communications intelligence
have been replaced. Interception
and analysis is now done automati-

" cally, through global netwerks of:
.computers that can sift unattended.

. Literally millions of personal and
commercial comtnunications are
intercepted every hour. In place of
the huinan operalors are computers
known as Dictionaries, which are
rogrammed remotely with -users’
requirements for communications
intercepts. By 1992, according to a
former director of the US NSA, the
system was selecting and processing
twao million intercepted messages an
hour. : T
In Britain, one of the Dictionary
computer systems was then reported
to be operating at GCHQ's London
offices in Westminster. Two years
ago, 2 New Zealand author obtained
extensive details of the system while
researching his own country's par-
ticipation in the system. .
But although the ‘‘old Common
wealth” English-speaking nations
Canada, Australia and New Zealan
- participate in the NSA netwoll
the rest of Europe {and the rest of
world) is excluded. This has led t
tension within the EU, especial
from Germany and norther
European states that place & high
{mportance on .. communicatio
privacy. ' -
. GUARDIA
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Newspaper: THE AUSTRALIAN
FINANCIAL
REVIEW —
WEEKEND

Date: January 10-11,1998

Article title: ASC chases inside
story




WEEKEND JANUARY 10-11, 1998
THE AUSTRALIAN FINANCIAL REVIEW

ASC chases msuie story

report i Bill Pheasant

Insider trading is back in vogue
but the Australian Securities
Commission is fighting back,
. | according to the ASC's NSW
- regional chief, Mr Bill Coad.-
He said the ASC had refined
its tools to tap the eciusive
insiders — ncluding a custom-
ised database tool, NetMap —
and was keen 1o see swong
penaltics meted out to protect
investors and market integrity.
“The commission is a bit coy
about insider trading, but' we
worry abou: it,” Mr Coad said.
“We are being told by the city
wat it is prevalent. We are
getung that noise, and we would
love 1o see'in the next couple of
Y£ars S0me Serious semtencing on
that and we will work towards
that, but in the meantirne we are
working with the ASX to mini-
mise the opportmities.”
it is believed the Australian
Swock Exchange referred abowm
10 matiers to the ASC's NSW

Companies and Securities Com-
mission, had the dubious distine-
tion of gaipning a singie convic-
tion — and the offender was one
of ns former staffers.

. For the ASC,. which suc-
ceeded the NCSC in January
1991. it was five years before its
first conviction, Public relations .

" consuhamt Mr Murray Williams

was sentenced 10 18 months
periodic detention in 1996 after
trading in the shares of his client.
Australis Mediz.

Mr Coad said the ASC would
not reh solelv on criminal
charges and jail.

“I'm not saving we shouldn
take peopi¢ 10 jail, but the whole
specirum of activities is impor-

moving markets .

tani. We have bad to re-adjust
ourseives here because -the big
increase has been in the markets
area. And potentialiv we do have
some high-profile marzers oom

-ing through " .

" The NSW regional ofi“ ce in
Sydney’s King St houses. the
three-member “iniel” icam, a
group of young corporate inves-
tigators trained in database ana-
lysis. Thev use thMap io
provide analvsxs for ASC inves-
ligators based arcund the coun-
ry, who mighi take weeks or
moaths to achieve similar results.

Tie team comes bnger ihe
guidance of thc Commission’s
NSW direcior of enflorcement,
Mr Tim Phillipps. who led the

Other ASC market-related matters

&€ On Friday the ASC began investigating trading in Charters Tow-
ers gold shares which occurred just before the ASX suspended
trading in the company on Thursday.

& Doug Reid: ailed for 10 vears fortraud. Stili tacing insider trad-
ing aliegations over dealing in Southem Cross Airlines shares.

ASC’s Bond task foree in Perth,
and was formerly with the
Victorian Police Fraud Squad,

Mr Phillipps said the advan-
tage of NetMap was shown by a
current investigation into market
manipulation allegations.

“There are 10 or 12 key
players. They are all significant,
well-known market individuals,
They have muliiple mobile
phones and spend 18 hours a
day on the phone,” he said.

“The only way for us to put
together the 10 minwes of
market trading as to who called
whon: wien, and who knew
what when, is 0 go to the
lielephone] call charge records -
and start stripping them down in
fine detail. That's where NetMap
is invalvable.”

The analvst might search for
links berween a firm's staff, their
addresses, associates. and com-
panies, perhaps maiched with
thousands of call records,

“I can go back 1o the investi-

gator and say, *Your group of {2
didn't use those funds, but there

office in the three months before

hristmas, with many of the
@ Former Cota-Cola executive Muhtar Kent agreed last month to

repay $400,000 profit aliegedly made by short-selling CCA
stock hours before profit downgrade. investigation contmumg

@ Nomura Securities facing civil suit over allegations of market
manipulation and misieading and deceptive conduct for trading
in SPI futures contracts in 1996

des suspected 1o be linked 10
i*Inside mformation.
E However, the record of the
i| | regutator on prosecuting insider
E’ trading — notoriously difficult
to prove — is at best mixed.
Its predecessor, the National

were two associated people, or
two family members who did”
That may lead you to further
information, links you did mot
know of uatil the compater put
them together.” | .
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! FINANCIAL
REVIEW —
WEEKEND
Date: January 10-11,1998

@ Article title: NetMap identified
as corporate terrier




WEEKEND JANUARY 10-11, 1998
THE AUSTRALIAN FINANCIAL REVIEW

e et b
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NetMap identified as corporate terrier

report |- Bill Pheasant
NetMap, a graphic analysis tool

adapted by the Australian Seco-
rities Commission for investiga-

tive work, was a key element in

the ASC’s rapid identification of

suspects for the 52 million TNT
options trading profit by mys-
tery trader ‘Mr Mark Booth’,
Using NetMap, the ASC was
able to identify a short list of
“Mark Booth™ suspects out of
800,004 males aged between 30
and 40 in NSW. There were

10,000 transactions and 80,000

linked people and entities cross-
referenced though a Unix-based
computer,

NetMap analysis of AUS-
TRAC data on chegues used to
pay for the $90.000 in TNT
options, matched against the
names and contacts of people
associated with the deal. and

any entities linked to existing

dati, were subject to four days
of examination. -

Macquarie Bank executive
direcior Simon Hannes was -
charged with breaching cash
reporting iegistation and later
with insider trading. allegations
which have yet to be tested in
court and which he strenuously
denies. He faces a committal
hearing in Svdney in October.

ASC NSW regional commis-
sioner My Bill Coad said Net-
Map was commeoniy used with
the ASC’s national company
ctatabase of 1 million enter-
prises, ASCOT, and matched
information with other data,
frequently cash transactions
recorded by AUSTRAC, which
he formerly oversaw, or elec-
toral roll lists.

The program, developed by '

Australian engineer and econo-
mist Pr Jobn Galloway in the
early 19805, atlows an operator
to discover relationships
between apparently discrete

A good reswlt . . . the ASC’s Tim Phillips, left, and NetMap's Aathony Viel.

jtems of information. Clients of
NetMap Sofutions incinde cor-
porates Qantas, Telstra, Optus

- and Westpac. along with other -

police agencies, the FB] and
CI1A in the USA. and UK"s Scot-
land Yard,

Me Coad said NetMap was

. atso being empioyed by the ASC

for targeted surveillance work,
for example in the Commis-
sion’s study on phoenix trading,
insolvent trading and corporate
abuses in the clothing industry.

“Random surveillance can
help but it can also be a big
waste,” Mr Coad said.

“You can have people looking
in every corner and they are
mostly seeing good goys. If you
can get your parameters right, it
|NetMap is like the electronic
suiffer dog pointing to the
potentiat crooks, if you like.”

One of a handful of ASC ana-
lysts in the Intel team who oper-

atc the customised NetMap, Mr
Anthony Viel, said NetMap pro-
vided a rapid graphical display
of links and associations for amy
group of datz; people,
addresses, companies, motor
vehicles, effectively anyvthing
captured en a database.

“We go to the ASCOT data-
base and select for each person s
list of associated people, compa-
nies and addresses. For each of
those entries, the same ‘linked"
information can be gbtained,”
Mr Viel said.

“If that is done for several
levels, and the material analysed
for interlinking and associa-
tions, highly valuable connec-
tions are discovered which
would never have been obisined
in the traditiona! ‘linear’ meth-
ods.”

Senbor ASC executive, Mr
Tim Phillipps, said the method
was frequently used in markets-

pictore | ROBYOUNG

based matters, such as suspected
insider trading.

“We kool for persenal dia-
ries, who they are having lunch
with. and can type in those
phone nambers and get their

. cali charge records,” he said.

Mr Philtipps said white Net-
Map had proved itself in investi-
gation work, other ASC divi-
sions were benefiting, for
example in analysis of takeovers
before granting relief from Cor-
porations Law provisions, er
prospectus pose-vetting.

“They get a prospectus, and
do a probity search and ask, for
example, whether anyone asso-
ciated with this entity has had
complaints against them. Is the
company worth looking at?” he
said. “Using NetMap, we have
found important material, like a
director of a subsidiary that has
has eight complaints in the past
five years.” |
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Facsimile
Transmission

to
(03) 9287 7001
- Graham Schorer

from
Deacons Graham
& James




13/91,99 12:37  DEACONS GRAHAM % JAMES > 613 9287 7001 NO.321 PoR1/@81
Deacons Graham & James
e ——
——
—en g ———
Fxwyers
Transmission from facsimile - (03) 9230 0505 ot
e finanie Sodl
Mntbognn VIC 3000
Date 12 January 1999 a0t
Company/Firm e s o
LA 445 Mallouep
Fax No 9237 7001 A fncdopencionm Exen
) From Jonathan Mott rodiclored o ewra
Direct Line 0230 0656 ———
@ oirecteman J.Molt@dgj.com.au o
Partner Jonathan Mott | oy
Our Ref Mnpcenatingal
Subject iy
Pages sant 1 (including this page) . ol
;k'::.:ll;t Rngaibsier of Chunay
Snnpne
Lo
Trkyn
Leg Angoby:
Dear Mr Schorer S oo
BKonltn
I note that you telephoned me at my office on 6 January 1999. wosnirglon e
As | am acling as an arbitrator in an arbitration under the Special Rules for

arbitration of 12 claims refarred to Telecom by Auslel and | understand you are
@  ormaybe aparty to an arbitration, | do nat feel it is appropriate for me to speak
i to you directly.

This is a policy | have adopted with regard to the parties in othsr arbitrations.

- Yours faithful

Ml

JONATHAN MOTT
Partner

Ths information cantained in this fax is confidential and may be rubject to legal professionat privilege.
1t i imtended solely for the addressee.
IF YOU RECEIVE THIS FAX BY MISTAXE
I Please call us and lot wx know. 2. Return the Jax 10 15 by post = we witl pay for any poastage.

3. You must not disclase or use the information in it wnless we authorise you to da sa.

" ICWPCIPAWESAES 1.500
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Technical Report
on possible
facsimile
Interceptions
prepared by
SCANDRETT AND
ASSOCIATES PTY
LTD




Rm .

SCANDRETT AND ASSoCIA TES Prylrop

THL.ECOMMUNICATKONS COoONSULTANTS

- - - 4%?&%%
| QuEENSLAND 4074
T8L+617 3368 1377

The Hon Senator
.} The Senate Leader of the Nationat Party
7 MrR Boswell
Parliament House
Canbema

Dear Sir

We have been requested to offer an opihion on the matter of alleged facsimile interception.
Due to time constraints this report is préliminary and abridged.

Qur corpany operates in the field of Telecommunications Consultancy and has done so for
some 11 years.

"~ The founding director , the writer of thig leiter was previously employed in a similar capacity
7 years before that in a national Frm of Electrical Consultants, Prior to that he was also

employed by a nationa! telecommunications carrier. He holds a national certificate in
Electrical Engineering.

Tuming to the matter of the facsimiles . We have made an investigation into the possible
interception and retransmission of facsimiles from the Tivoli Cabaret. Further the scope of
this work was expanded to consider two dther fax services who we are told are mermbers of an
organisation called COT. This was done §s Mrs Garms not only advised us that it was calls to




Jan. 18 1999 @2:11PM P2
PHONE NO. @ +81 7 3257 1583
FROM @ TIUOLI CABARET AND BAR

certain numbers that the alleged inte}uption occurred but also that the three numbers formed
part of a “group™, all of which a ed to be suffering from this interception.

We viewed that this scope of work Important in 5o much that if interception was
occurting then ,because of the geogrphical location of these thtee machines jt was being
done on a nationat footing and could [not be seriously considered as being the efforts of 2
single person or local group.
We were also reminded that there ha been & protracted Jegal case involving these
organisations and Telstra. Further we|were advised that Telstra had previously , and without
Mrs Garms direct penmission, tappcq the telephones at the Tivoli for an extended period and
had taped conversations at that time. This information was of a background nature and was
not considered int our deliberations,

®

We were briefed on the background sijuation and made several tests of Tivoli services.
The hard evidence given to us, shawing possible interception refated to unexplained changes
in the header strip of some faxes sent

We canvassed examples, which we arc
They show that

¢ the header strip of various faxes is being altered

* the header strip of various faxes was changed or semi overwritten,

* Inall cases the replacement type face is the same.

¢ The sending parties all have acommon Interest and that is COT .

» Some faxes have originated fibm organisations such as the Commonwealth
Ombudsman office.

* The modified type face of the header could not have been generated by the large
number of machines canvasse:# » making it foreign to any of the sending services.




FROM : TIVOLI CABARET AND BAR PHONE NO. © +61 7 3257 1563 Jan. 18 1999 B2:11PM P3

We understand that originals of all the examples viewed are heid along with many more.

From our investigation there appeared to be oaly two possible causes of this header situation,
The first is that members of the COT group have used reprographic services to modify the

headers for their own purposes.
The second is that a party or parties \(ith access to the Telstra network on a national basis and
the ability to selectively intercept and resend facsimiles have utjlized the national network of
Telstra to do this task..

The hard evidence shown to us does ITOt disallow either case, but we have besn advised that
Q there is other evidence to support the COT people,

We have been told verbally:

Telstra

¢ A Telstra technician Investigated on site and advised the owner that the
faxes were being i :

* There are a huge ber of examples held by these people which would

Q makes it a mammothitask to reproduce these documerits especially over the
.' three states involved,

* other parties such as the Ombudsman would not be itrvolved in this
possibility.

+ It is unlikely that these people have the technical expertise to undertake
such a task.

In our opinion these additional “facts” would make it almost certain that COT persons did not
perform any alteration to the headers oflthe faxes involved,




FROM :

TIVELT CABARET AND BAR

The second possibility is that a party

PHONE NO. @ +61 7 3257 1583

Jan. 18 1939 £2:11PM P4

Or parties with access to the Teistra network on 5

national basis and the abj lity to selegtively intercept and resend tacsimiles have interfered
with or used the nationa network of|Telstra to wntercept and resend these faxes.

Incredible as it seems there is no o
it appears to be an orchestrated efforf
where, we understand, ondy some fax
COT cages.

r likely solution or explanation to this situation. Further
as there is a measure of inielligence to this mtercsption
S appear 1o be intercepted baged on a yelationship with

Insuinmarythenitisappcarstobe
Tesent, with an attempt to hide the
work of a single local party, norisita
orchestrated effort.

Yours Faithfully

.................................

oSt certain that theése faxes age being intercepted and
S, t0 the receiving party. it appears that it is not the
imple interception but is more likely to be an

7
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I Peter Ross Hancock of 8 The Rise Diamond Creek in
the State of Victoria do solemnly & sincerely declare

1. Thave been actively employed in the telecommunications industry for the past 17
years and work & trained with such companies as The Melbourne & Metropolitan

Australia).
2. Ihave provided Telecommunications services to Golden Messengers since 1992, .

3. 1 have recently undertaken extensive tests on Mr Schorers persona! and normal day to
day business fax machine located at the office of Golden Messenger Services,
Telephone Number (03) 92877001 and on the accounts, photocopying fax machine
No (03) 92860066. ‘

4. Attached are the documents used in the testing and marked “A™.

5. The following testing Procedure occurred on the 4" January 1999,

The following test procedures oceurred whilst | was at the office of Golden Messengers,
Queensberry Street, North Melbourne,

“* 1was nsked to consider a fax Mr Schorer had received from Ann Garms in Brisbane
concerning the first line of that fax transmission, My observation was that it included
a daic stamp that is commonly observed on faxas from most fax machines. Howsver
under the first fax transmission line was a second time and date stamp in different .
font and holdness.

» 1then reviewed other faxes that had been recejved by Mr Schorer. Some faxes had
two different time & date stamps and that others did not,

% Graham Schorer contacted Ann Garms and requested that she transmit test copies of
her letter head which imprinted her facsimite footprint,

% The test copies show two time and date stampings from my experience a unique
occiirrence from any facsimile machine,

I Z s ] APRP ARS S M TIATTNES SNIMM =3NS PRl
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% Ann Garms then sent a test fax to the Golden Messengers accounts fax machine
(having & private number).

% This fax came printed with only one time and date stamp.

< Two lurther test faxes to the machine (subject of concern) included two time and
date stamps,

> The in-dial number of the fax in question was changed to 92860020 and a test fax
from Ann Garms revealed two time and date stamps.

» To clarify this problem I checked the instruction manual of the fax machine in
question and further testing led to the conclusion that the fax machine concerned
could not produce the second date & time stamp imprinted,

Q ¢+ Part of 2 48 page document was received from Telstra at around 13:38 PM.

% This resulted in a request for another test facsimile to be sent from Ann Gam

% This facsimiles did not have a second time & date stamp.(tending to establish
interception on the line of facsimile transmissions sent or received had been reix

% Further testing occurred between Ann Garms and Graham Schorer without the dgy
printing of facsimile footprints. ‘

6. Onthe 117 January 1999 I disoussed; .
a) the discrepancies (that is the second footprint) in the fax headers raised by t}
tosts referred to above and = 3

b) mediﬁ'ermcesinthe&xheadersambad(mad:ed"B")mhﬁngtoﬁmg
between Ross Plowman and Ann Garms, the Commonwealth Ombudsm .

Ms Sue Owens, and myself.
Denis Galneg (a team leader at Rank Xerox) reviewed all the facsimile
senders’and redirected by third parties, to the original intended recipient’ s,

7. Thave also reviewed s large number of facsimiles from mid 1998 to the 4 Ja W B
1999 provided by Mr Schorer, which clearly include a second imprint on the facgimils - " ¥ -
foot print. ' E ) ‘

L. m
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8, [tis my opinion from the evidence provided that a third party has been intercepting
all of the faxes referred to above.

9. In my experience there is no other explanation for the discrepancies in the facsimile
footprints in question.

10. Thave read the report of Scandrett & Associates Pty Ltd and concur with it’s
contents. .

AND I make this solemn declaration conscientiously behewng the same to be true & by
virtue of the provisions of an Act of Parliament of Vi i 1
False declaration punishable for willful i

L 4 * - ,t-
v .

Declared at  Jopy ) T U0 2o/ inthe State of Victoriathis L7
Day of % U/J_,¢70ne Thousand Nine Hundred & Ninety Nine

Before

St
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X

THE DOCUMENT COMPANY
FUJI XEROX

23— 2-99514:158 B

Facsimile

Mo S0 nuar SeeoR el

_Company:  (rgaogn AMESMEnGEXS

FacsilleNo: 93 Y287 700/ Dot 23 .2.9G
From 7€ /0R YARDLEY e FIVE |

Reatwrn No.: Faxt

e-maik _
Subject: KepPovr o

IV

Full Xarox Atmtralta Pty LimBed ACN t003er 815, Locked Bag 20581 '[101 Yaterloo Road) of the 2000
North Ryde NEW 2113, Tel 02 5050 S000. [Fex 02 BAS8 S003 htipy/Avwiy. ujbesroac.com,au : Clymplc Gunes
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?

THE DOCUMENT COMPANY
R XEFROX

22 February 1999

Mr G Schorer

Goldeh Messengers,
Queensberry Steet

North Melboume VIC 3051

Graharn,

“The purposs of this lettsr is to answer the questions you raised in your letter to me dated 18" January 1999. Since
that time | have requested Our National Technical Product Manager Mr Benz Lul and Mr Eric Waker the Technica)
Sarvices Manager of SAGAM (the company that- manufacturas the product which Fuji Xerox market as the LF80) to
explain the behaviour of the LF80 when recdiving faxes. My report is a summary of the information that they have
provided and the results of an examination that | made of the various sohibits. Thisrepoﬂhasheanvalldatadwm
EﬂcWalkertoconﬁnnmemmcyoﬂhetadmbai information provided.

t wil start with a summary of the basic operation of a fax machine to assist in a clear understanding of the
bamniﬁinqandrecaiﬁngheadmaniaxma&[rns | feel that this is necessary to help tha readar to undarstand
howourcondualonhmbeenraaehed

The Basics

When a fax machine has been acquired, meuaethastoemambaﬂcdstalblnhﬂwmomnemthatredpbm
will know where the fax has been asent from. The operator has to Set up the “Sender Identification Nuriber which is
normally the telephons line number the machine is connecled to. | will refer to this number as the*Sender ID®, In
a separate field, the operator can choose to enter the Senders Name or other information in the machine memory. |
will reder to this fisid as the “Sender Nam-"

Iniaxcormmmmn,ﬁ\aSendarlDisnothmdledhmesamawayasmeSenderNam The Sender ID, will
always be sent to the receiving end through the FAX Protocol regardless of whether the “Header” on the
transmitting machine Is enabled or disabled. The Sender ID is always sent twough the Fax Protocol as data (real
numbers as distinct from an “sncoded” image created by dots). However, the Sender ID is not always printed as
Data. This is dependert upon whether the Transmitting or Receiving machines Header is enabled or not. if a
Header is enabled, uwSandelewiIlformpaItofMHaadarasdescnbadbelow _

mmarelwotypesofHeadermian-edblnmisdocument.

1  TXHeader. The TX Header is the transmitting taxes header and is made up of three pleces of information.
The first is the Sender ID, the second is the Sender Name and the optional third is the Date/Time/Page
information. The size and type of font used in a TX Header is determined by the transmitting machine as Is

. the Date/Time/Page information. An imponant thing to note here is that the space that the TX Header takes
up at the top of each page is alsc detarminad by the transmitting nmhhaandcanvaryimnafaw
mitiimeatres to as much as 12mm.

Fuji Xarcoc Auatrafis Pty. Limiled Acx. ons4d &io I..odmdﬂmﬁﬁ‘l 404 Waterdoo Rd)
Norh Ryde NSW 2113, Tel 02 9856 5000. Fax 02 8850 5005 hitp:/fwrww . fufbaros.com.au
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When the "TX Header” is enabled, all of the avallable data outlined above will be “encoded” into the fax
image sent (together with the Image of the document) and will be transmitted as a complete page.
Therefore a page would be a combination of the TX Header and the actual document. The TX Header will
appear on each of all pages senl. If the "TX Header” is disabled, trmSendeerevﬂlinotbesent
HnwwerhuSenderlDwilaiwaysbesarﬂttmughheFametocd

The RX Header is the receiving machines header and is produced by the receiving machine in
a font and size set for that machine. in the case of the LF80, if the receiving fax has the RX Headar
enabled, it wilj "white out™ the first 8mm of the transmitted document and produce its own RX Header
comprieing the Sender 1D andthep,ﬁgﬂjmﬁggg Information appropriate to therecsiving machine. (ihis
Date/Time/Page information is useful for the recelvers of Intemational fax traffic). i the sending machine is
the same make and mode| a3 the receiving machine then the “Sender Name® mayalaoappearinth!a
header.

Havingouﬂhedmahaslclnfonnatmnabomtmm('rralmmﬁrm)ande(Racelvlng)Headars.mmn'mlookd
mvmbmmw"aﬁmsdmhmddem{memmsmwmgmmmnwmnm The four
oomblnaﬂomare.

X Heador BX Header
A OFF OFF
B OFF ON
C ON OFF
D ON ON

A) If the TX Header is tumed off (at the transmitting machine}, the TX Header as described above will not be
sent but the Sender 1D will stif be transmiited via the fax protocol (assuming it has been entered by the user).

The receiving fzx will not print the Sender ID at the top of the page. The sander ID will only be seen on the receipt
log.

B) if thre RX Header has baen turned on (at the receiving ), the recolving fax will produce its own RX Header
and print such things as “fax from® plus Sender ID (if entered on the tranemiiting fax) plus the Date/Mime/Page
detaile appropriate to the receiving machine. The Sender Name will not nomally be produced within this RX
Hoadar(because&hundbaenummmmamMngmdmgfuesmdmemmaka
and modal, in which case the sendor name_might alee he printed.

C) In this case the TX Header would he sant as a page comprising the Sender ID, Sender Name and
Dato/Time/Page information phis the document. Whh the RX Header twned oﬂmaTXHeadarwnuldbepﬁMedpst
as the ransmitiing maehlnesernlt. _

D} if both the TX and RX Headers are tumed on, the transimitting machine sends the TX Header but this is
overwritten by the RX Headsr. In the case of the LF80, the 8mm deep RX Header may or may not completely
cover the TX Header {depending of corse on the depth of the TX Header). it for axample the TX Header Is say
10mm deep then the reoaivodtaxmuldshowthesnmdeepHXHaader(wmmwouId include about 2mm of white
spaoe)belowwhichwuuldappearmeremmningzmmofﬂmml-leader
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In our view, the examples sent to us are of type D) above. Sonamwertotheﬁrstquasﬂonwemwtmmethat
meaxarrplesmhaveseenaremosecmated by the LF80 RX Header.

| have examined all of the fax exhibits that you sent to me to see if the explanations given above can be varified
visually on the actual faxes.
lwnﬂybahadﬂmh%ﬁﬁhhmmduﬂm&osﬁmhmﬂmddbddmhrap&ﬁaﬂyoreonpletdymred
TX Haader with a common layout and fornt, | detarmined whether or notthe RX Header on the LF80 was on or off.
In my view the RX header (refarmad by you as the “foreign” or “third parnty” footprint) is actually from the LF80 and
can be clearly seen as such when you compare the explanation above to tha exhibits. Having done this | then
simply collated all the dates to look for.a pattern. lhavsnotrefenadmtheactuala)dﬂbitnumbarhmatnblebelm
except where the data is odd,

it should be noted that the LF80 was hshledonﬂreZ‘!‘MnyQS. Behmmdﬂwim(wasamc.ldelmi. However
the three exhibit.faxes received prior to the LFB0 installation show the TX Header and are simple receipts. :

Rocelved "No of Faxes with No of Faxens with

" RX Header OFF FX Header ON
: (Recelives TX Header) . (Prints RX Header)
5% June ’ 1

. 10™ June _ - o1

13" June . : 1
1% July 1
6% July 1
10 July o 1
119 July : . .
14™ July
17" July
29% Oct
3" Nov
13" Nov
a4 Dec
7th Dec
& Dec
19" Dac '
20" Dec '
24" Dec
" 29% Dec
30" Dec
4" Jan

@ s5ian
&% Jan
8% Jan
10" Jan
12% Jan
13 Jan
14" Jan

| have no explanation why the faxes received on the 1%,11%, and 14% of July and the 19" December have only the
TX Header other than tha RX Header on the LFB0 hatt been switched off or the faxes were received sisewheare.
You would need to check the receive log to verlly their receipt by the LF80. Similarly | have no explanation as to
why one (exhibit 8b) of the eleven faxes received on the 4" January or one (exhibit 13a) of the four received on 6™
Januasy should have the RX Header on rather than off. A simple explanation would be that .someone was
experimenting with the RX header featurs at the ime and managed to tum & on for these two faxss. | have not had
time to examine the times shown on all faxes received on the 4™ and the €™ but | would suggest again that you
chack the raceipt log and your own racords of events on those days.

b b

e e ]
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e w1 -k b

Q

{8b)
1(13a)
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When the LF80 has the RX Header switched on, all faxes from a variely of machines will be consistent (including
the font etc as this is set by the LF80). This is clearly seen in the exhibits. Your exhibit 10b for example shows the
fime in Sydney rather than that in Brisbane, This is because the RX Header is “on" and therefore the time will be
that of the receiving machine rather than the transmilling fax. if two faxes from the same sending machine are
different, our only expianation would be that the RX Header has besn turmed on or off at the LF80 in between the
“two transmissions or the TX Header has been tumad on or off at the transmitting fisx. ' '

The only way to determine this is 1o take the Receive Logs of the LF80 and to match this record to the actual faxes
received. If for example two shost (ag. one page) faxes from the same source wers received within say a minuts of
wach other whero one showed the RX Header and the other did not, we would have no explanation for this. (This is
making the assumption that there would not be sufficient time to tum the RX Header on or off between the received

Regarding the finel question reiated to calling line identification, as axplained in the first pant of this document, the
Sender 10 wik always be sent from the transmiiting machine through the fexx protocol regardless of whether the TX
Header on the trahsmitling machine is enabled or not. Thersfore, assuming that the Sender ID has been entered
into the transmitting fax machine, you will always see this information. . . o

| hope that the oxplanations given in this document are useful to you and that you can understand the reasoning
behind our conclusion. If you wish to clarify any points then please call me on 02 98565658,

Yours Sincerely .
Fufi Xerox Austraiia PTY Lid




