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Detective Superintendent
Jeff Penrose
AUSTRALIAN TEDERAL POLICE
SPECTAL REFERENCE I}TVESTIGATION
PO BOX 401
CA.I{BERRA CTrY A-C.T, 2601

Dear Detective Superintendent ^

RE: A.F.P. ENQLIIRY

l::T: * y.1lrl" which appeared in the Australian Financiar Review oa Fridav 25 FebruaryI994 headed "Terecom minute reveals another bugging, smal businessmao tells police,,. (copyattached)

Th: 3{"]: stated, inter alia, that IvIr AIan smith had referred aa alreged bugging incident to anA.F.P. officer the day before duriag five hours of questioning.

The article refers to a Terecom miaute obtained under F.o.r. which indicates a series of tes:-"were coqducted on Mr Smith's telephooe aetwork in late November to determine whe-ther riereported faults were legiti.oate. The article goes on to say ttat fvfr Smit sJ;;;;;;given Telecom pennission to conduct such ionitoring.

I have enquired into the circumstaacqq srifrounding the incident referred !o and consider the
outcome of that enquiry suffrcieatly disturbing so as !o put certai, information to you.

Firstly, a search of the ioformation provided to Alan Smith uader F.o.I. revealed a document
headed FAX II'T'ESTIGATION. A copy is attached hereto for your p"-ra ii" u".r!*oa
to that document is as follows.

h'Ir Smitb-made several reports of faurty fax transmissions duriag late october and the first j
weeks of November 1993.
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Ross Anderson attended Mr Smith's property on 23.I L93 following a fault report During the

visit the fax machine ratrg once and stopped. No fax was received. A call was received

immediately after on Mr Smith's voice [ine. lt was Graha- Schorer calli-og to idorm Mr Smith
he had anempted to send a fax from his machiae at Golden Messenger to Mr Smitb and had

experienced a failure.

Ross Anderson made with Bert to test the Golden Messenger machine
errors were

Bert l,opes who had carried out the test on both machines spoke to Ross A-nderson a.oC

concluded tbat there may be a protocol problem between the two machines.

In order trr detect protocol problems betwcen machiaes it is necessary to seod test patterns
between lue machines and record the signals sent from machi.ne to machine so that they can be
analysed ia conjunction with computer equ;.pment at the Business Service Ceatre or Fax
Support.

/
Arrangemeos were made with Mr Snrith for Ross 4,oderson to attend Cape Bridgewater

and Bert made with Mr Schorer to attend Golden
oa 29 November 1993 a record test the machiaes.

Tbe procedure being carried out was explained in detail to both lv{r Smith and lvfr Schorer and
it was explained to Mr Smith that tape recordiags of the protocol and the test patteros would be
made and subsequently deciphered to determiae aoy iaterworking problem with tbe machines.

Mr Schorer a.od Mr Smith were both preseut duri.Bg the test procedure.

Bert Lopes needed to leave Mr Schore/s preoises temporarily during testiag to put mooey i.o a

par. king meter. On his return one fax transoission had failed. Bert sent a total of 20 fax
tra.osmissions aad there were no o&er failures.

A.oalysis of signalliag between the machines gave no iadication as to why ttre one trammission
failed.

Mr Smirh was given the origi.aals of the test transmissions and the fax log by Ross Andersoo
before he left the premises that day.

I also attach a staterneot prepared by the two technicians involved in the testi-og. You will note
that both state that they informed both Mr Schorer aad lvlr Smith of the proposed testiag
process and of the fact that the protoco[ and the test pattem would be taped for subsequent

analysis, You will also note rhat Ross A-odersoo provided Mr Smith with the original test faxes

and the Receive Transmit Journal.

Finally, I attach a copy of a mi-oute prepared by N{r Bruce Pendlebury, the Difficult Network
Fault Co-ordinator, Telecom Commercial Vic/Tas Region. The minute relates to a phooe
conversation he had with N{r Smith on 28 February 1994. It would seem that lvlr Smith now is
requesting Telecom to tape mooitor hi5 faa 63shins.
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If, as the oewspaper article suggests, I,Ir Smith hu alleged to the Federal Police that a

"buggiag" incident took place, this is a matter of e;1reme concern to Telecom. Telecoo is of
tbe view that the circumstances outlined above cannot on any reasonable interpretatioo bc

labelled a "buggrng". No customers' conversatioos or transmissioos were trped. Both
custoroers were fully aware of the testing procedure and the fact that the test sansmissions were
o be taped. Both gave their complete i,oformed consent to the testiag.

The statemeat made in the article tlat Mr Snith said he had never given Telecom permission

do not accord with events as recorded in the attached statements-

The stalf involved iro this particular incident are of murse available to assist you in your
enquiries.

Yours sincerely

I Row
CORPORAπ  SOLICrrOR
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Facsimlle

To Soss Atrd€rson

Gompany Tolocom Portlaad '

Facslmlle 055 236 56

From Alan Barrow
P.T.T.O.l

Subject COT Case

29 0ctober 1993

1瓦。こ殿蹴 譜臨 計 3慟圧 Were nOt mpered

‐ 1鰤

|ヽ

K01489

Dato

Rosq
The foltoning pagcs are copies of my fa< nactrineg jorural ud the proocol pricouts of

friled calls.
On tbe date of 28-OCT-93 we wcre tryiog to creatc a linc &itrrc coaditi,on ttat sould

re-produce the same error on the transmitting maohine and ao rcord oo tte rcociviag
lvfitsubishi mactrinc'(0ss 267 230). Thc reason for tbh was to ohow rhat a scadog fix machinc
could ga to the point of transmiuiqg a page to thc Mtsubisbi &x oachiae withou thc
Mtsubishi aachinc having any reoord ofthe call.

The COT case call h qudion tt the"理
物 %l。16onthe,側

嗣 oお mSPaed
that the cloct h亜 s machine b appこぃ ti* io crror). Tbc dr:rcioo ofthc
trdnsrnifiing srachine page of 221 mhrtcs $rggtsts th8t tic call Eiled at thc od of thc Aagq
possibly whea requesting a rcply Aom the recciviag end. lte !,rcseooc oftb ID ia tte jouraal
of "O55 267230" indicates thc call was connected to thc Mite$ishi &.. machine in qucstioa lhc
recciving lvfachinc has no matching enrry in its journal for this call.

A call was placed to oSS 267230 and connectivity terfiinsted Et the beginniag of the
page but this rc.sulted in an crror of NG h the jouraal along with the ID of thc calliry &x
machine. The only way to reptoduco the conditions oqcrieoced abovc llas to itrtoctrPt the
powcr on thc rccciving Mtsibisbi fa.x machire. This woutd result h aa cstry in thc Eaasmitting

mac$iac aad Eo entry whstsoc,vc! in the receidng Mstrbishi machhc.

宙 ■ therdevam CCHT huP 3 fax rules.A MFA4page晦
総 耐

師 PrOdu.L

NaOm FacuraO飩

"d hte23"FIoc242日餞劇m SL

…
3000-

AumFa

■d…  030346993
Fコ自由m耐o     o3 640 0997

τ
^い
L´ ^_‐ ||^ヵ fi‐ |〔

“

∈

sent the cotTcqt page,9as sent

up●de do,嗜n the time and date and company ntt should have試 11 8Ppeared on the toP Ofthe

pagq it wasn't.
歯 ugh i had

locked up state for a further 2 minutes after the call hEd terminatcd, 6/entralb' Edvancing the
out of the machine.

Regards
Alan Barrow
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