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Dear Detective Superinteodent

RE: A.F.P. ENQLIIRY

I refer to ao article which appeared i.o the Australian Fiaaacial Review on Friday 25 February
1994 headed "Telecom mhutc reveals another bugging small businessman tclls police'. (Copy
anached)

The anicle stated, inter eli4 that Mr Alal Saith had refcrred an allcged bugging incidcnt to aa
A.F.P. offrcer the day bcforc during five hours of questioniag.

The anicle refers to a Telecom miaute obtained under F.O.t. which indicates a series of tess
were cooducted on Mr Smith's tclephotre letwork io late November to determiae whe]er the
reported faults were legirimate. The article goes on to say that Mr Smith said he had never
given Telecom permission to conducl such monitoring.

I have enquired into the circumstatrccs surrounding thc iacidcot rderred o and consider the
outcome of that enquiry suflicieotly disturbhg so as to put certain information to you.

Firstly, a search of the ioformation provided to Alaa Smith urdcr F.O.I. rerrcaled a doanoent
headed FAX INVESTIGATION. A copy is attachcd hereto for your perusal. The background
to that doctment is as follows.

Mr Soith made several rcporu of faulty fa:r tranqmissions duriag latc Ocober and the fust 3

weeks ofNovember 1993. I
, Rnss Anrterso" of Wa l

:nd Narinnal Far Suornrr Centre Somc minor mis-ooeretions were detected. but oo
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fa,xes between machi-oes in the test ceotres and
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Ross Anderson anended Mr Smith's property on 23.I I.93 following a frult report. During tbe
visit the fax machine raag oncc and stopped. No fax was received. A call was received
immediately aft.er on Mr Smith's voice line. It was Graham Schorer calli-og o inform Mr Smith
he had anempted o scod a far< from his machiae at Goldeo Mcsscoger to Mr Smith aod had
experieoced a failure.

.Ross Aadersou made witb Bert to test the Golden Messeoger Inachine
eroni were

Ben Lopes who had carried out the test oo both machi.oes spoke to Ross Aadersoo aod
concludcd that therc oay be a proocol problem betwecn the two machi[es.

ln order !o detect protocol problems betwceo machine it is necessary to scnd test patterus
between the uachines and record the signals seot from Eachioe to 6g6hing so that they can be
analysed in conjunction wirh compuler equipmenl at tbe Busi.oess Service Ceatre or Fax
Support.

/
were witb Mr Smith for Ross Aaderson to attend
and Bert made arranqeme[ts with Mr Schorer to

oo,29 1993 to record test

The procedure beiag carried out was explained in detail to both Mr Smith and Mr Schorer and
it was explained to Mr Smith that tape recordings of the protocol and the test patterns would be
made and zubsequently deciphered tJo deterai-oe any hterworking problem with the oachi.nes.

Mr Schorer aqd Mr Smith were both present duling the test proccdure.

Bert Lopes needed to leave Mr SchoreCs premises tenporarily during testi[g to put money ia a

parkilg Eeter. On his return one fan transmission had failed. Bert sent a totd of 20 fax
trarsmissions and there were oo other failures. 

V
Analysis of sigualling betweea the machiaes gave ao indication as to why the ore ra$Eission
failed.

Mr Smith was given the originals of the test transEissions aod the fax log by Ross Alderson
before he left the premises that day.

I also anach a statement prepared by the two technicians iovolved io the testiag. You will note

that both state that they infonoed both Mr Schorer and Mr Smith of the proposed testing
process and of the fact that th€ protocol and the test pattcro would be taped for subsequent

analysis. You will also ootc that Ross Aaderson provided lrlr Smith with the original tesl fD(es

and the Receive Traasmit Joumal.

Fiaally, I attach a apy of a milute prepared by Mr Bruce Pendlebury, the Difficult Netrvork
Fault Co-ordinator, Telecom Commercial Vic/Tas Region. The minute relates to a phooe

conversadon he had with Mr Soith on 28 February 1994 It would seem tlat Mr Smitl now4- ,
requesting Telecom to tape oonior his far machine. / /+
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If, as the oewspaper article suggests, Mr Smith has alleged to the Federal Police that a

"buggiag" incident took place, this is a matter of extreme concern to Telecom, Telecom is of
the view that the circumstences outlined above cannot oo any reasonable interpretation be

labelled a "bugging". No customers' conversations or transmissions were taped. Both
customers were fully aware of the testing procedure and the fact that the test transmisslons were
to be taped. Both gave their complete informed @nsent to the testing.

The statement made in the article that Mr Smith said he had never given Telecom permission
do not accord with events as recorded ia the attached statements.

The staff i-nvolved in this particular incident are of @urse available to assist you in your
enquiries.

Yours sincerely

I Row
COFJORATE SOLICITOR

)
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machine and no entry whatsower in the receiving ltfisnrbisbi machine

During testtlg the Mtsrbishi fa'r machini, some slarmiog Dglgl4s of behayiour were

noted, these .hr"tintUott, t smission and reception. Even on cslls that were not tamPered

with the relevant CCITT Group i fax rules. A half .lr4 page being

'oo,,lrrd in a hlqnk nipce ofnaner 4cm long. the relev0t DrotocOl

-./-
1 (t3

c< \_

Facsimile

To ;ftiEk

Company TelecomPortland

Facsimile 055 236 56

From Alan Barrow
P.T.T.O.1

Subject COT Case

Oate 29 October 1993

Ross,
The following pages are copies ofmy fax mactriner journal ald thc protocol printouts of

failed calls.
On the date of 28-OCT-93 we were trying to cteatc a line failure coodition that would

re-produce the same el'or on the transmitting machine and no record on the recdviag

Mitsubishi machine (055 26? 230), The reason for this was to show tlu a scoding fax machine

could get to the point of transmittiog a page to the Mtsubishi &x machine without the

Mtsubishi macbine having any record of the call.

The coT case call in question was the 2z-].Q.9!-A .10:46 on the joumal (rt is suspccted

that the clock in this machine is approx HIeuffiE#Stes in ecor). The duruion ofthe
the call frilcd 8t ihe cad ofthe Pagg
The proscnoe ofthe ID ir thc jouraal

Mtsrbisld fa:< machhe in qucstion The

receiving Mactrine has no matching entry in its journal for this call'
at the begimhg of the

ID of the celling frx
ions cxperienced abovc sas to intemrpt the

power on the receiving Msibishi fax machine. This_would.result in rn cntry in the trursmitting

tha scnt

P of the

ildrofi Ptodsd.
NaUmd Facslndle Sqport C€{rbB

23 rd Floq 212 Edtbldon St
Mclbqrno. 3000

Australia

Tdsplrone 03 6316993
Faccimilc 03 6.{0 0997

frcm
#2 shows

Iocked up state for a further 2 minutes after the call had temunated, cvcnnrauy eovancmg ult

out of the machine.

Regards

Alan Banow
I.btn CoDor!Uoll Lilnil.d

,)
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