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---Correct.

and you do not wish to comment on it further?---Correct.

Telecom raises the peint oOr makes the assertion that, »Phis is
a very serious allegation and Telecom is therefore
entitled to reguest further particulars." If I can ask
a preliminary question, is this allegation relevant to
your claim for compensation against Telecom? If it's
not, the most expedient way of dealing with it might Dbe
to - - -?---Right, let it go.

Let it go?---Right, let it go.

Telecom, are you content with that resolution of this issue?

MR BLACK: If I understand it correctly, what you're saying is
it's not relevant to the claim.

THE ARBITRATOR: My jnterpretation of what Mr Smith is saying
- Mr Smith will correct me if I'm wrong - is that he
does not seek to base his claim in any way Oon the
allegation that his phones have peen unlawfully tapped.

MR BLACK: Okay. I understood from what you said before that

i jt's not relevant.

‘%HE ARBITRATOR: Yes. Wwhat it means - and again I make sure
Mr Smith understands.what it means - is that effectively
any reference in your claim documents to date regarding
unlawful phone tapping will pe treated by me and the
resource unit as unsubstantiated and therefore not
relevant for the purpose of determining whether you're
entitled to ccmpensation?—~—A11 right. No, I will go on
to that then. I will go on to that - no, I will leave

it in the claim because - - —

vou understand if you leave it in the claim, Telececm is

\V entitled to ask what is the basis for this allegat. !
___Right, okay, yes, 2811 right. L BY~ v
.SC Smith 11/10/94 37 A. SMITH

1, 98-8



So you want to leave the allegation jn?---1 will leave the
A ———— =

_‘allegation in. v{
Ccan you provide further substantiating evidence?---I_can
provide documentation from Austel, that sent me a
letter, stating the fact that my phones were listened

to. A little bell used to ring every time somebody used

to ring me. That pell used to ring for 3 months on
end. I have come up with other evidence that Telecom
still hasn't been able to answer and it's called a
malicious trace call, an MTC, that was on my line
2 months or 2 months after apparently Telecom told the
Federal Police that that other device, which was called
an MTC, was taken off my line. S0 I don't know whether
the second one is also —bwhat would you say - @ buaging
device or whatever. 1 can't verify that. But I know a
malicious call trace - — =~

1f I may interrupt, Yyou said in relation to that second point
that you could come up with evidence to that effect?
—--Well, I can come up - = =

What sort of evidence?--dt's clearly in the submission that

there‘ls evidence. It’s written by Telecom and it

states that - where it is, I'm not quite sure now. TE

clearly states that, "Mr Smith's phones for 3 months
from June to August 1993, a little bell used to" - it
doesn't say it like that, but that's how I see it. But
it does - a machine device rang and the technician used
to go and 1isten and make sure the phones were okay or
whatever and then go about his work. Now, 1 have spoken
to this Telecom technician. I have sent him a letter.

I have spoken to my ljocal police for every time I have

contacted him because 1 knew that Telecom would say I'm

.8C Smicth 11/10/94 38 A. SMITH
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should be able to come up with and tell me what - you
know - - -

If I can stop you there. That's not the point of this hearing
today?---No, fair enough. Like I said - - -

I'm trying to ensu that all the materials available in
support of yzizhthimkis put before Telecom and before

_mel2-==A11 right. okav.

Any further material that you believe is relevant to
substantiate your allegation in relation to unlawful
phone tapping should be supplied to me by 14 October?
---Right.

MR BENJAMIN: Mr Arbitrator?

THE ARBITRATOR: Yes.

MR BENJAMIN: I'm sorry.

THE ARBITRATOR: I was going to ask you if you had any further
questions in relation to that item.

MR BENJAMIN: Just in respect of jtem 4 of the schedule 1 at
p.2, Mr Smith has not provided any further details in
respect of that particular question. So I take it then
that he has nothing further to - - -

THE ARBITRATOR: The particular question being?

MR BENJAMIN: In respect of Detective Superintendent Penrose.

MR BLACK: There has been an allegation that Detective
Superintendent Penrose says that the Plummers' telephone
was allegedly unlawfully tapped?---I believe Telecom is
playing on words - the word “"illegally tapped"” - it's
like asking me - I'm not a - - -

THE ARBITRATOR: Sorry, if I can interrupt both of you, the
issue here is that in your answers - your answer to

question 24, you indicate that you were told something

iby Detective Sueerintendent Penrose?-—--Ye&s.

.8C Smith 11/10/94 40 A. SMITH



1s there any documentation to support that statement or is
there any other light that you can shed upon that
statement you have made in relation to Detective Penrose?
——;Well, it's like the defence counsel talking to the
guilty. I have been spoken to - I mean, there is a - - -

Again I will interrupt. If the answer is simply that
Detective Penrose told you this and you can't say
anything more - - -?---That's right.

_ - — and that's your answer, that's all you have got to

say?---That's right.

Simply, we're trying to clarify the status of the statement?

—--Yes, right. I have spoken to petective Penrose_on
AT S .

PRl occasions and he has stated that my phones had been
listened to,
Approximately when did you speak to Detective Penrose?
——--2 weeks ago and 4 months ago at my premises.
MR BENJAMIN: If I can just make the point that Mr Smith is
saying his phones have been listened to which is again
somewhat different from what was stated here?---All

right. _At no time did Telecom ask my germission 0.

‘}1sten in on my private phone callgi

THE ARBITRATOR: I think that is as much information that's
going to be available in relation to that item. We now
move on to claim documents submitted by the claimant on
18 August 1994. Can someone just clarify - where is
this documentation? Whilst we're looking for the
material to which this request refers, I note that
Telecom is referring to a table consisting of five
columns that was submitted by Mr Smith on 18 August 1994
and essentially Telecom are seeking a clarification of
the meaning of that table. think ail of us would like

.8C Smith 11/10/94 41 A. SMITH
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Pittard, Rosanne; T

FW: Yoics menitoring 9 Investigatisn Services
Friday, 14 Jansary 1394 3:15PM

oA

wbpuEnﬁlfla?nmplmfdbdudﬁimﬂiﬂmﬁu!ummmiﬁm.
M‘ -
Freat & G

T
t 0 . '“P- -I I - Ms .
Datx: Friday, 14 Jancary 1894 11:21AN

-‘ Described below are the datails of any yoics monitoring which bas bean carried st oa the 3 Prioeity Cass investigation services in
Country ¥icTax.

Cape Bridgewater Holday Camy
TeMMhnﬁﬂuWWibﬁw-nMymﬂWu&&ﬂhM Tochmeal
Offcar HPMTWB&MSMMMlt%MMuh&hmuMMﬁ’ﬂhTm

Officer would check u-HhﬂMhmﬂiymﬁhhmM-anWblmh
uptmn.bumfmmﬂoﬁrmwuwﬁu-h&ﬁpmolﬁuwm

Glen Waters Fish Form
After analysing data tapea of test equipment connectsd to Mr Mains sarvice, irregotarities wars identified in soma ol e Cestomar
m-wtnnlnhMwian:lh'l'amﬂ:iaifthmmhlcmmaundhinmw'sﬂmmu an equipment fult, 3

Tﬁrﬁdﬁ!ﬁwm’mrdl:ltiu'lmgoiudhuihnmw'lmhémﬂﬁmfwmdh'ﬂm1mnm
occasivas enti it was stablished that the irrequisrities wore i fact caused by the customer's calling habits.

e 6c 0%
AR

Imﬂ!mrhﬁuiﬂmhﬁmdm'lhtﬁmuﬁnm:m
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17 October 1994 Sl s 242 Extihilion Strest

_ : Qf.u.fb FO!  Maboume V. 3000
Mr Warwick Smith : Hea 1 T gy e2 77w
Telecommunications Industry Ombudsman . Facsinfle g 632 2241
o auum.q} ‘
321 Exhibition Street (A
MELBOURNE VIC 3000 FHP
By Facsimile: 277 8797 #
Dear Mr Smith
h'ir - s Y

I refer to your letter of 20 September 1994, concerning your request for information regarding
the MCT equipment which Telecom used on Mr Smith's telephone service as part of a fault
investigation. Mr Smith has also raised the use of MCT on his service during June to
September 1993 with me.

As you may be aware, Telecom is providing historical documentation relating to fanlt
investigations (including voice monitoring) conducted on Mr Smith's telephone service, via the
following avenues: &

1. to Mr Smith pursuant to the FOI Act;

2. to Mr Smith and the Arbitrator under the "Fast Track™ arbitration procedure; and

3. to the Australian Federal Police on request.

Mr Smith has also raised Telecom's fault mvestigation procedures (including voice monitoring)
as an issue in his claim which is under arbitration. Telecom:scun'mﬂymﬂlepmcmof
responding to that claim under the agreed arbitration procedure.

I have been informed that MCT was connected to 267 267 and 267 230 on or about 2 June
1993. MCT was disconnected from 267 267 on or about 19 Angust 1993, and from 267 230 on
cor about 7 September 1993. All records known to exist in respect of this particular matter have
been provided to Mr Smith.

If you require any further information or documents, then Telecom will provide them as
quickly as possible. It would be helpful if you would also clarify the context of your request.

Yours sincerely

G 4907
S L

GROUP MANAGING DIRECTOR
CUSTOMER AFFAIRS

Teistra Corperation | mst=
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18-18—-19354 14:45 FROM CAPE BRIDGE HDAY CAMP T0 @a327787S7 P.eB
il
Pendlebury, Bruce )
Frenc
T Pandisbucy, Bruce
Sakject RE:
Date: Thursday, 7 April 1934 2:05PM
Brucs, .
1 am happy 10 provide the dats, but wil be unavailable until Monday indicated he would be happy ta provide the
analysis if requirad. I don’t mind sither way. Would you prefer that he provided the analyss o ars you happy that | do 52 {as time permits).
| await your responsa. -
ey K01008
{

R R
Date 7 April

David,

Mr Alan Smith is abscent fom his premmissas from 5/8/34 8/8/84 . On other cccassions when he has been abscant thara have been
documented complaints recisved [ usually meaths later ] invelving NRR stc. | called the pramimises ot sprox .
455 pm 6/4/94 the answer time was 41 secs.

1 inm’nd on this ocrasion to decutment his abscanss and fila al data | can collect for the period . That way wa should be preparad for anything
that follows .

Could you pleasa collect the Charge Check and Signalling data for the period and provide some analysis of unanswered | busy UC snd fong
delay befere answer. >

Regards, Brucs P

oy

Page 1
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GEORGE CLOSE & ASSOCIATES
DATA-TELECOMMUNICATION CONSULTANTS
TEL-FAX 07 5445 3198 MOBILE 041 22 88 55 6

Mr John Pinnock
Telecommunications Industry Ombudsman
Fax no. 1800 630 614
26-08-98
Re:CoT Cases-D ments obtain through
the Senate ERCA Working Party

Judge J Harper

The Garms Judgment

Dear Mr. Pinnack,

| am advised by Ross Plowman that his arbitration was delayed until the Garms
Judgment was brought down.

I wish to put on notice that the above Judgment is factually and technically flawed as to
render the conclusions and thus the findings both inaccurate and inappropriate.

It is not known where the source of the flawed and misleading information originated but
it has been employad in the Judgment as factual.

It is not for me to articulate each and every point here, rather that is a matter for Ann
Garms in her appeal.

What | will say is that on the matter of documents not provided to date the Judge has
seen fit to adopt the Telstra line that these documents would not make any difference to
the findings.

During the last two months, as You are aware, | have been involved in viewing
documents provided by Telstra through the Senate Working Party at the offices of

documents

The documents contain vital information indicating call losses in some cases up to 75%.
These documents were Previously withheld under FO! and Arbitrators directions.

In the light of the latter, the judgment {Page 41 line 5},

But no document or collection of documents could prove the assertion that as a result of
an inadequate telephone service,the claimants suffered calf losses of of 50%, or 65% or
any other percentage“.

This statement is clearly incorrect

6 FLINT COURT, BUDERIM,QLD. 4558 —--—-gclose@m141.aone.net.au
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The assumption by the Judge that the "Documented Evidence” in the overview of my
report including those originating from the Tivoli and Staff, were all sourced from Telstra
is patently fallacious, together with his failure to address the fact that that neither the
Resource Unit or Telstra addressed these complaints in their responses.

The Judge did not address my letter of 4 July 1994 to the Arbitrator together with advice
from Freemans and Kingston Edwards and Wallace that documents had been withheld.
The Judge further speculates that the claimants did not complain that the arbitrator failed
to insist upon the production of documents by Telstra which would prove that Telstra
had a good defence. The Claimants did in fact complain and highlighted 110 examples
There are many other invalid assumptions but | Isave the details to Ann in her Appeal.
Meanwhile | would be failing my clients if | allowed this matter to go unchallenged.

To employ the Judge Harper Judgment in the context of dealing with the Plowman or
any other CoT case would, in my opinion, amount to a travesty of Justice.

Yours faithfully,

G.A Close
cc

Senator the Hon Richard Alston,”

Minister for Communications

Fax 02 6273 4154

The Hon. T.A. Fischer, Deputy Prime Minister
Fax 02 6021 6620 ./

Senator Ron Boswell Leader of the National Party in the Senate
Fax 07 3291 1848 ~

Senator Bill O’Chee

Fax 07 4031 3244.

Hon R Katter MHR

Fax 07 4061 6566v"

De-Anne Kelly MHR

07 4957 2136 +~

Senator Chris Schacht

Fax 08 8344 9355 v~

Senator Vickl Bourne

Fax 02 9247 9681/

Senator Alan Eggleston

Fax 08 9368 6699 /

Senator Paul Calvert

Fax 03 6244 8521 .

Mr David Hoare, Chairman of the Board

Telstra Corporation and all board Members.

Fax 02 9232 1906, ~

Mr. David Russell Q.C. President of the National Party- Qld.
Fax 07 3236 2047 «~

Mr Ken Crooke, Director of the National Party- Qid.
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Fax 07 3844 0388+

Andrew Blogg, Aitken Walker & Strachan
Solicitors for Bo'va

Fax 03 9670 4745+

Sue Owens , Solicitor for Plowman

Fax 03 9699 4847/

Graham Schorer Senate Working Party

Fax 03 9257 1583 .~

Ann Garms, Senate Working Party

Fax 07 3257 1583

Z6708/98

17:54  Pg: 3
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GEORGE CLOSE & ASSOCIATES

- Telacommunications Consultants
S Suite 202
83 Mount fStraet
HORTH SYDNEY NBW 2060

Phone: (02) §$522.4888
Fax : (02) 8857.36127

Ref:C.1
8th July, 1997

A RETROSPECTIVE VIEW OF TELSTRA’S CONDUCT IN RELATION TO
(1) COT CASES
(2) DEFICIENCIES IN THE NETWORK

1985-1997
(1} OUTLINE

1.1  Reluctance to admit to problems
1.2  Misrepresentatlons of the outcomes of its Investigations

.3 Misrepresentations that thelr problem was unique

1.4 Misrepresentations that thelr problem might be fixed by customers equipment
upgrade

1.5  Fallure to comply with the Freedom of Information act 1982

1.6 Unreasonable conduct.

Telecom has accepted that Its actions In relatlon to the Cot Cases have not been
in conformity with the standards which it would wish to apply to the conduct of
its business - see letter dated 16.9.93 from Telecom’s Managing Director,

Commercial Business (0 Senator Alston.
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Re
1.2 It has commonly advised the Cot Cases
No faults have been found
No faults consistent with the incldence of complaints lodged by them

have been found.

Re
1.3 REPRESENTATIONS OF UNIQUENESS

in Its report Coopers & Lybrand noted that -

wour enquirieg have gpatisfied us that, in a number
of instances, customers were told by staff that they
were the only person experiencing a problem.
Sometimes this advice was provided without the sraff
member checking any reccrds (O agcertaln whether

this statement wag true:

(Coopers & Lybrand, paragraph 2.1 4, page 36)

Telecom now admits to the fact that It made Inaccurate statements to lts
customers to the effect that -

wyou are the only one in the area with a problem”

(Letter dated 16 September 1993, Telecom’s Managing Director, Commerclal
Business, to Senator Alston).

The rationale behind these statements were to:

Suggest the customer Is over-estimating the problem

k9273



15/84/1998 17:34 bl-/4=4031490

St e e —

Suggest that the problem may be In the customer’s own equipment oF
the customer’s telephone technique

Minimise the chances of complainants comparing thelr notes (as
ultimately occurred i Fortitude Valley)

Minimise the possibility of complainants concluding that the problem
may be In the network, in the local exchange or In local cabling

Minimise the possibliity of claims for compensation.
The end result is that the statements had the potential to misiead.

Re
1.4 REPRESENTATIONS OF THE NEED FOR CUSTOMER EQUIPMENT
LIPGRADES

wgome customers were advised by telecom staff to
purchase new customer premises equipment oOr services
to reduce the 1ncidence of faulls eveu though
relecom had not completed adeguate testing to
identify the cause of the fault. This advice
resulted in customers incurring extra expenditure
wilhour necessarily gaining any lmprovement in

service.
Some customers were advised by Telecom €O install

new egquipment or services when the cause ot the

problem was still unknown .

L 927
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Re
1.5

Re
1.6
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FAILURE TO COMPLY WITH THE "FREEDOM OF INFORMATION ACT"

This is now a well documented and established fact due to the Commonwealth

Ombudsman’s intervention and successful termination.

UNREASONABLE CONDUCT

vCcustomers have heen required to produce technical
information for external advisers which should have

been made available by Telecom staff.

we believe Teleccm unreasonably used its
inability to adequately document faults and test ror
causes as a defence against claimc”

(Coopers & Lybrand extracts from paragraphs 2.21 and 2.22, page
39).

As Coopers & Lybrand concluded -

"Telecom placed an unreascnable burden on DNF cases
to provide cvidence to substantiate claims for
situations where all telephone fault information

that could reasonably assist to determine 1loss
should have been held by Telecom.

To determine settlement of a dispute Telecom 1s
considered to be entitled to obtain information on
business performance from customers. In relation to
information on the nature of complainls anud Lheit
incidence, it ia Telecom’s responsibility to collect
the information and we believe Telecom unreascnably
used its inability to adequately document faults and
tests tor causes as a defence against claims”

(Coopers & Lybrand, paragraph, 2.22, page 39).
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TELSTRA’S MODUS OPERANDI
(OR HOW TO PROTECT THE TELEPHONE NETWORKS REPUTATION)

STAGE ONE
ON RECEIVING A COMPLAINT

® Deny fault exists
L You are the only one In area with this type of fault

» Bad telephone hablts cause apparent faults

[ ]

Switchboard operators lack training

» Customer premises equipment need upgrading

® Testing has falled to find any fault

In-depth testing has falled to find any problems that would give the magnitude

and variety of faults claimed

AS A LAST RESORT

™ Technician’s efror
8 Street cable changes
STAGE TWCO

[F CUSTOMER STILL UNHAPPY - "PANACEA’S"

s We will replace the a) Telephone )
b) Line cord )
) Building wiring ) AT NO COST
d) Lead in cables )
e) Street cables )

* We will credit your account (x dollars) as a mark of goodwill (without admission
of liability)

E We will pay you (Y-dollars) as a gesture of our appreclation of your custom.
{Without admission of liability).
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EXTRACTS M COOPERS & LYBRAND'’S RT

® Telecom Irresponsibly used its inability wo adequately document faults and test
for causes as a defence against claims (Catl Para 2.22, Page 39).

® We found no evidence of complete end to end testing of the customer systems
being done (C&L page 29)

» The impression was created that monitoring had revealed an error free service,
though the monltoring performed was Incapable of demonstrating this In

relation to the symptoms reported. (C&L Para Z.13)

@ Some customers were advised by telecom to install new equipment when the

cause of the problem was still unknown. (Ca&IL para 2.10 page 34)

® Customers have been required to produce technical Information for extemal
advisers which should have been made available by Telecom staff.

... we belleve Telecom used fts Inability to adequately document faults and test for
causes as a defence against claims. (C&L Extracts from paras 2.21 & 2.22 P.39).
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GEORGE CLOSE & ASSOCIATES

Data = Telecommunications Consultants

5 Nabias Avenus

BELROSE NEW 2085

Phone: (02) 9401.9679
Fax (02) 9401.9679

Fef: H.3

TO: ANTHONY HONNER

FAX: 08 88 53420

FROM: GEORGE CLOSE

DATE: { 1 TH DECEMBER, 1997

Anthony,

Having perused this latest serles of documentary supplled by Telstra Indicating possible
sources of informatlon, It appears to me (0 be lictle more than another red herring.

We have stated clearly and unequivocally the reports and documents thdt we requlre.
The only request to have been met In any shape or form is the provision of network

configurations.

The spreadsheets are of little Interest per se. What would be interesting would be to
recelve the information requested, whatever the source.

Any attempt by us to align a specific request to a particular source could be negative.
it is Telstra’s responsibility to source the materlal requested, whatever the origin and
wherever resldent or percelved..

Telstra Is well aware of our needs and constantly finds new ways to obfuscate the lssues
which would prove both adverse and costly to their self Interest. At the risk of being

boring we repeat our past requests with extensions as a result of finally recelving the
configurations.

L2
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| do hope that this "munificent” gesture by Telstra Is not viewed by the Senate
Cunmittee as a forward step. On the contrary, it Is merely a delaying tactic.

For the following exchanges:
From 1985 to 1997

Stansbury, Yorketown, Kadina, Gawler, Prospect, Waymouth, Scoresby, Broadway,
Paddington

1) Anthony - This was a draft opening followed by a repeat of our last request list.

2. Recelved your fax ex Graham 5 minutes ago - In essence It Is an overkill, but is
there anything to lose sending It.

Telstra do not respond ethically to requests so maybe this could be considered a
counter tactic - Please dlscuss.

Regards,

GEORGE CLOSE

L7278
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From: "Reception at Yamba Physio" <reception@yambaphysio.com>
To: <capecove@bigpond.com>

Sent: Friday, 5 August 2011 1:48 PM

Subject: from george close

To: Alan Smith

Dear Alan
Confirming our recent telephone conversation:

| recall a discussion with Senator Ron Boswell during the late 90's.
He had been shown fax's which had clear
lransrnlssaon by a third party or parties.

indication of change in the headers, indicating interruptioh in

He questioned whether it was possible that faxes to and humsenmrsoouldbeinterruphd. read or

copied.
My response in the affirmative brought about an expressio

n of extreme anger. Stating that if it could be
proven that it occurred the offender(s) would be jailed. .

If required | am prepared to re-state this on an affidavit.
Regards

George

NB: this is not from George's email address, we have sent it on his behalf.

£ G2-¢

6/08/2011

|
|
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AUSTEL 05/0603-
AUSTRALIAN TELECOMMUNICATIONS AUTHORITY 0 i
92/0596(8)
2 February 1994
Mr S Black
Group General Manager - Customer Affairs
TELECOM

Facsimile No: (03) 632 3241

Dear Mr Black

REQUEST FOR FILE DOCUMENTATION CONCERNING CAPE BRIDGEWATER
HOLIDAY CAMP

AUSTEL's Direction of 12 August 1993 concerning the "COT" Cases requested that the
following documentation be produced to AUSTEL:

(g) all files, correspondence, mem oranda, minutes or notes in Telecom's
possession relating to any of the eight persons referred to in Attachment A

A range of documentation concerning the service provided to Mr Alan Smith of Cape
Bridgewater Holiday Camp does not appear to have been provided to AUSTEL. Could the
following three Telecom files be provided:

0607921 (see Attachment A)
HA - AC 4/1/18 (see Attachment B)
XS13/2 (see Attachment C)

| have also included a copy of a letter to Mr Smith from the Warrnambool Customer
Operations Group. (Attachment D). Could you please produce to AUSTEL the file from
the Warrnambool Customer Operations Group from which this document originated, and
any other files from this area which pertain Mr Smith’s service problems.

Can these files please be made available by 9 February 1994 under the same viewing

arrangements as the other »COT" documentation, and Bruce Matthews
(Ph. 828 7443) notified when they are available.

Yours sincerely
John MacMahon .
General Manager .
Consumer Affairs 3 g
y
5 QUEENS ROAD, MELBOURNE, VICTORIA

POSTAL: P.O. BOX 7443, ST KILDA RD. MELBOURNE, VICTORIA, 3004
TELEPHONE: (03) 828 7300 FACSIMILE: (03) 820 3021

e
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Sy ATTACHMENT A

g

m Telecom Australia

Eile 0607921 Subject

Phone  (53) 334411 O MIKE ROBINS

To
Graeme Davies

Graeme,

It is my understanding of the sequence of events:-

Aua’q,« - Cutover from RAX t0

- Customer Complaints

16/3/92 - Customer Complaints

17/3/92 - Problem found at MEL U
through MEL U (where digital
053 267267 would not have been able to be rung.

ting or trunking
call failure Customer

The trunking arrangements for
of these major trunk exchanges, 0

Moolap (Geelong). 1f the call was switc

would have been successful.

The problem does not appear, as fi
rather a fault condition quite specific

Vic and Interstate is su

RCM wLQ,". ~

re N.R.R.

can't be called

ther's are Bendigo, MEL Q,
hed via any of these O

in nature, causing a pro

Minute

Problems with Cape Bridgewater Customer
055 267267

(U

Wﬁ@‘:{ ?/SMSQVS-

SO“/‘,_ M@ | ranctin

which would have caused any customer
trunking was used) to have a

ch that MEL U is only one

Ballarat, Morwell or
ther exchanges, it

rst thought, o be a data production error,
blem to this code only.

susld

L9437



ATTACHMENT B
000
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Telecom Australia Minute

File HA - AC 4/1/18 Sypject GRADE OF SERVICE COMPLg;iT/ 06 0
MR ALAN SMITH 055-26 7267

Phone 055-73 0200 From MARK ROSS - CUSTOMER SERVICES

301

MANAGER - HAMILTON )

To MANAGER - CSU’s VICTORIAN COUNTRY REGION

ATTENTION: JOHN MCCREERY

John
As requested, full history of customers complaint.

Mr sSmith has had an on going "Grade of Service" complaint,

originally raised in March of 1991, complaining of not
receiving calls.

Special Inspection was carried out which found no faults
present. An interview of customers on the Cape
Bridgewater exchange found only one other customer had
experienced this problen.

In August 1991, customer complained of calls receiving

engaged tone when calling, even though called party’s line
was not busy.

A report from the Exchange 0.I.C., advised that Mr Smith’s
service had been full investigated, with a change of cable
pairs, and replacement of customer equipment. '

No positive reason for fault could be found. Tests on
incoming STD calls showed service working correctly.

Congestion between Cape Bridgewater and Portland had been
prevalent as only five Junctions available. This
situation was to be upgraded with the cutover of Cape

Bridgewater RAX to an RCM parented back to Portland AXE
104.

On 17 March 1992, a trouble report was received from Mr
Smith complaining customers were receiving recorded
message advising that his number 055 267267, was
disconnected. Similar faults were reported from two other
Cape Bridgewater customers.

Investigations by technicians at Portland found that in
one of the two switching exchanges in Melbourne, incorrect
data was present for Cape Bridgewater.

This fault was rectified on 19 March 1992. Mr Smith again
reported trouble on 25 March 1992, with calls from the
Greyhound Express Terminal in Melbourne receiving the
recorded message. However, subsequent tests carried out
on the 26 March 1992 found no fault.

4937
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pwver, Xevin

From; Dwyer, Kavin

Ta: Gamble, Petler

ce: Humpeh, Alan

Subject: RE! Software query

Date: Thursday, 24 February 1934 11.0TAM
Peter.

You are quile correct in your thought that the anecdotzl reference applies more to AXE than ARE-11.
“Lockups' are generally well-known 2s 2 prodlem in AXE exchanges, not only in Austratia but In overseas
cauntries 25 well. A number of uograces have inciuded software which would reduce the incidencs of

leckups,

There is nothing to add to my previous nates on ARE-11 exchanges conceming cialms of “incamoatidility’
prablems. y

Reqarding the problems in AXC :

in the NASM database { which has & record of fauils reporied fram AXE exchanges, dating from 1958 when
i was introducea, although it was not in widespread use till 1992/3) there are 105 reports of Lockups affecting
customners. Two of thesc reports referto PRX sarvices, but there are no repons refemring speciiicaily lo

‘Cemmander services.,

" The TR database (Trouble Report sysiem contralied by TNE to monitor prodlems reported, passed to

Ericsson, and fixed by Ercssen) which was used priorto NASM for all recoras of fauils coes snow lazkugs on
AXE squipment which would have 2ifected customers ard PBX functions, but does net previce any realisic
count of problem oczumences. Il does not record any lockups specifically related 1o ‘Commender systems.

~s 2 general comment, If the first line was locked ug and calis ailowed to flow on tc the other tinés. than no
-ails wouid be lost until ail lines were dusy, so | iall (o see NOw BN astinaie ‘hal “call loss couis b2 up L015%

* couid be made or repeated wiin any aegree of inlegnity.

~here is 3lsc angther NSIS database which would contain records of AXE faulls which | have not checked y2t
bul which | believe has recaras of large numoers of focxup inslances affecting individual custemers linas |
am reiuctant 1o initiale g search of ‘he NSIS datzbase at present s N3 fauits resorded tharain wouid have
no pezring on the CoT services in questicn, uniess tne (auil occurred on thelr ingividual line.

Keavin.

From: Gambls, Peler
Tu: Humrich, Alan; Dwyer, Kcvin

Cc: Wegland, Fran -
Subject: Software quary 3_ 3
Date: Thursaay. 17 February 1594 7:.04PM -

Fran, | am not sure where Alan is - please pass to him If he is on the 241n fioor. Al383u

Kevin, Alan

Kavin. | ¢id net use your comments on softwars (COMPATEL) al wils lime a3 they didn't seem ralavant o the
aaditlonai Information that Austel have provided. John MacMahon writes as follows:

| have references 1o Erassons having considered @ lock up faull which was occurring where the flrst liae
rmsriot tna tamwart At e VR el allena malle ta Mo tn tha othar Hnas, L was Bsid ‘b arise thml.‘gh the
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ns acoarently providad a sciutlon

- incompatibllity of exehange software ang Telecam's equipment. Ericeso
Edzssans are Said to have

-znd advised that particular Commander Sysiéms were most vuinerable.
- -suggested that ’ca_u‘_- loss ¢ouid be up W 15%."

}iny thqughts on this new line 7 [t sounds a bit like AXE rather than ARE lome |

Petar,

)
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AUSTRALIA
To Ross Anderson Network Products
National Facsimile Support Centre
23 rd Floor 242 Exhibition St.
Company Telecom Portland Melbourne. 3000
Australia
Facsimile 055 236 56 Telephone 03 634 6993
Facsimile - 03 640 0997
From Alan Barrow \'
P.T.T.O.1
Subject  COT Case K01489
Date 29 October 1993
Ross,

The following pages are copies of my fax machines joumnal and the protocol printouts of
failed calls.

On the date of 28-OCT-93 we were trying to create a line failure condition that would
re-produce the same error on the transmitting machine and no record on the receivi

Mitsubishi machine (055 267 230). The reason for this was to show that a sending fax machine
could get to the point of transmitting a page to the Mitsubishi fax machine without the
Mitsubishi machine having any record of the call

The COT case call in question was the 27-10-93 at 10:46 on the journal (it is suspected
that the clock in this machine is approx

tes in error). The duration of the
transmitting machine page of 2:21 minutes suggests that the call failed at the end of the page,
possibly when requesting a reply from the receiving end. The presence of the ID in the journal
of "055 267230" indicates the call was connected to the Mitsubishi fax machine in question. The
receiving Machine has no matching entry in its journal for this call,

A call was placed to 055 267230 and connectivity terminated at the beginning of the
page but this resulted in an error of NG in the journal along with the ID of the calling fax
machine. The only way to reproduce the conditions experienced above was to interrupt the
power on the receiving Mitsibishi fax machine. This would result in an entry in the transmitting
machine and no entry whatsoever in the receiving Mistubishi machine. S
During testing the Mitsubishi fax machine, some alarmi atterns of behaviour were
noted, these affecting both transmission and reception. Even on calls that were not tampered

ith the fax machine displayed signs of locking up and behavi g in & manner not in accordance
with the relevant CCITT Group 3 fax rules. A half A4 page being transmitted from this machine %
resulted in a blank piece of paper 4cm long. the relevant protocol printout in sample #2 shows
that the machine sent the correct protocol at the end of the page. Even if the page was sent
upside down the time and date and company name should have still appeared on the top of the
page, it wasn't. During a received call the machine failed to respond at the end of the page even
though it had received the entire page (sample #3). The Mitsubishi fax machine remained in the

locked up state for a further 2 minutes after the call had terminated, eventually advancing the
page out of the machine.

At the e disp

o
Regaris L9y R
Alan Barrow

Telstra Corpgr_a!j?n Limited
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AUSTRALIA

2 March 1994 COMMERCIAL & CONSUMER
CUSTOMER RESPONSE UNIT

8/242 EXHIBITION STREET
MELBOURNE VIC 3000

Australia

Telephone (03) 634-5736
Facsimile (03) 634-8441
Detective Superintendent
Jeff Penrose
AUSTRALIAN FEDERAL POLICE
SPECIAL REFERENCE INVESTIGATION
PO BOX 401
CANBERRA CITY A.C.T. 2601

Dear Detective Superintendent
RE: AFP. ENQUIRY

I refer to an article which appeared in the Australian Financial Review on Friday 25 February
1994 headed "Telecom minute reveals another bugging, small businessman tells police". (Copy
attached)

The article stated, inter alia, that Mr Alan Smith had referred an alleged bugging incident to an
A F P. officer the day before during five hours of questioning,.

The article refers to a Telecom minute obtained under F.O.1. which indicates a series of tests
were conducted on Mr Smith's telephone network in late November to determine whether the
reported faults were legitimate. The article goes on to say that Mr Smith said he had never
given Telecom permission to conduct such monitoring.

I have enquired into the circumstances surrounding the incident referred to and consider the
outcome of that enquiry sufficiently disturbing so as to put certain information to you.

Firstly, a search of the information provided to Alan Smith under F.O.I. revealed a document
headed FAX INVESTIGATION. A copy is attached hereto for your perusal. The background

to that document is as follows.

Mr Smith made several reports of faulty fax transmissions during late October and the first 3
weeks of November 1993.

conducted tests on Mr Smith's machme n CO[]}UDCUOD wnth Waver!ey BUSUJCSS Serv:ce Centre

and National Fax Support Centre. Some minor mis-operations were detected, but no
difficulties were experienced sending faxes between machines in the test centres and

Mr Smith's machine.
LG4 B 5395
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Ross Anderson attended Mr Smith's property on 23.11.93 following a fault report. During the
visit the fax machine rang once and stopped. No fax was received. A call was received
immediately after on Mr Smith's voice line. It was Graham Schorer calling to inform Mr Smith
he had attempted to send a fax from his machine at Golden Messenger to Mr Smith and had
experienced a failure.
¢ Ross Anderson made arrangements with Bert Lopes to test the Golden Messenger machine %
. from the Waverley BSC. This was completed and no faults or protocol errors were detected
o between the Golden Messenger machine and the Waverley BSC.

Bert Lopes who had carried out the test on both machines spoke to Ross Anderson and
concluded that there may be a protocol problem between the two machines.

In order to detect protocol problems between machines it is necessary to send test patterns
between the machines and record the signals sent from machine to machine so that they can be
analysed in conjunction with computer equipment at the Business Service Centre or Fax
Support. ]j
Arrangements were made with Mr Smith for Ross Anderson to attend Cape Bridgewater

, Holiday Camp and Bert Lopes made arrangements with Mr Schorer to attend Golden

. Messenger on 29 November 1993 to record test patterns and signals between the machines.

The procedure being carried out was explained in detail to both Mr Smith and Mr Schorer and
it was explained to Mr Smith that tape recordings of the protocol and the test patterns would be
made and subsequently deciphered to determine any interworking problem with the machines.

Mr Schorer and Mr Smith were both present during the test procedure.
Bert Lopes needed to leave Mr Schorer's premises temporarily during testing to put money in a
parking meter. On his return one fax transmission had failed. Bert sent a total of 20 fax

transmissions and there were no other failures. w

Analysis of signalling between the machines gave no indication as to why the one transmission
failed.

Mr Smith was given the originals of the test transmissions and the fax log by Ross Anderson
before he left the premises that day.

I also attach a statement prepared by the two technicians involved in the testing. You will note
that both state that they informed both Mr Schorer and Mr Smith of the proposed testing
process and of the fact that the protocol and the test pattern would be taped for subsequent
analysis  You will also note that Ross Anderson provided Mr Smith with the original test faxes
and the Receive Transmit Journal. '

Finally, I attach a copy of a minute prepared by Mr Bruce Pendlebury, the Difficult Network
Fault Co-ordinator, Telecom Commercial Vic/Tas Region. The minute relates to a phone
conversation he had with Mr Smith on 28 February 1994 It would seem that Mr Smith now is

requesting Telecom to tape monitor his fax machine. ; 94 3
Ao
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If, as the newspaper article suggests, Mr Smith has alleged to the Federal Police that a
"bugging" incident took place, this is a matter of extreme concern to Telecom. Telecom is of
the view that the circumstances outlined above cannot on any reasonable interpretation be
labelled a "bugging". No customers' conversations or transmissions were taped. Both
customers were fully aware of the testing procedure and the fact that the test transmissions were
to be taped. Both gave their complete informed consent to the testing.

The statement made in the article that Mr Smith said he had never given Telecom permission
do not accord with events as recorded in the attached statements.

The staff involved in this particular incident are of course available to assist you in your
enquiries.

Yours sincerely

I Row
CORPORATE SOLICITOR
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